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Abstract

Vehicular Ad-hoc Networks (VANETS) are a cornerstone of intelligent transportation sys-
tems, enabling real-time communication and coordination among vehicles to improve traf-
fic safety and efficiency. However, VANETS face significant challenges due to their inherent
high mobility, dynamic topology, and varying network densities, which complicate the re-
liable management of data integrity, privacy, and decentralisation. Current solutions often
struggle to balance these factors, particularly in high-density and high-mobility scenarios.
This thesis aims to address these challenges by developing a scalable blockchain architec-
ture that leverages advanced consensus mechanisms, privacy-preserving techniques, and
dynamic sharding to meet the unique demands of vehicular networks.

To achieve this, the research introduces Proof-of-Mobility (PoM), a novel consensus al-
gorithm designed to utilise vehicle mobility patterns to ensure data integrity while main-
taining decentralisation and scalability. PoM is particularly effective in dynamic environ-
ments, demonstrating a 70.63% increase in blockchain data transmission efficiency and a
64.91% reduction in redundant data compared to conventional Proof-of-Stake (PoS) algo-
rithm in high-density and high-mobility scenarios. By leveraging mobility as a key factor,
PoM adapts seamlessly to dynamic vehicular environments, ensuring a more context-
aware and efficient consensus process. This innovation addresses a critical gap in existing
blockchain systems, which often fail to consider the fluid nature of VANETSs.

Privacy and resource efficiency are further improved by integrating aggregated zero-
knowledge proofs (ZKPs) within the architecture. This innovation reduces on-chain com-
putation and storage costs by 90% compared to traditional methods, significantly opti-
mising resource utilisation while preserving data confidentiality. Aggregated ZKPs enable
secure data validation, ensuring that the system is suitable for real-time applications in
vehicular communications.

The thesis further introduces a blockchain-based dynamic data sharding system that
combines PoM and aggregated ZKPs to optimise data processing efficiency and scalabil-
ity. This system dynamically allocates resources across shards and utilises ZKPs to en-
hance cross-shard validation, reducing its complexity to O(1). Comparative performance
analyses highlight the system outperforms in throughput and bandwidth consumption,
achieving a 90.8% reduction in bandwidth requirements compared to Merkle tree-based
solutions. Dynamic sharding further ensures that the system can scale to accommodate an
increasing number of vehicles without compromising performance, a critical requirement
for next-generation intelligent transportation systems.

To validate the scalability, efficiency, and practicality of the proposed system, extensive
simulations were conducted using tools such as OMNeT++, SUMO, INET Framework,
Python, and OpenStreetMap. These experiments encompassed diverse scenarios, includ-
ing urban (Ningbo City), rural, highway, and Manhattan grid maps, each with varying
vehicle densities to test the system’s adaptability to different network conditions rig-
orously. Real-world vehicular movement data from three distinct areas along Ningbo
highways were also integrated to validate the reliability of the simulations. This approach
ensured that the simulated environments closely mirrored actual conditions, providing
robust evidence of the system’s applicability in real-world vehicular networks.

The novelty of this work lies in its holistic integration of mobility-aware consensus algo-
rithms, privacy-preserving cryptographic techniques, and adaptive sharding mechanisms
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into a unified blockchain framework tailored for vehicular networks. Unlike existing so-
lutions, which often focus on isolated aspects, this thesis delivers a cohesive and scalable
architecture capable of addressing the multifaceted challenges posed by VANETs. The
proposed blockchain architecture excels in reducing communication bandwidth, improv-
ing data processing efficiency, and enhancing system security. These improvements are
achieved while maintaining the inherent decentralisation and trustworthiness of blockchain
technology. The findings of this thesis highlight the potential of the proposed architecture
as a robust, scalable, and practical solution for intelligent transportation systems, capable
of addressing the growing demands of future vehicular networks. Furthermore, the results
have broader implications for integrating blockchain technologies into other dynamic and
high-mobility systems, providing a foundation for future research and development.
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Chapter 1

Introduction

The landscape of vehicular communication is rapidly evolving, driven by advancements
in information processing, sensor capabilities, communication methods, and control tech-
nologies. This transformation is especially signi cant within Vehicular Ad-hoc Networks
(VANETS), a crucial component of the Intelligent Transportation System (ITS). ITS,
enhanced by VANETS, is experiencing unprecedented levels of automation and intercon-
nectedness. As a result, the impact of communication technology on the future trajectory
of transportation is more critical than ever.

Figure 1.1: Conventional VANETS

As depicted in Figure 1.1, VANETs encompass three fundamental communication models
within their networking ecosystems: Vehicle-to-Vehicle (V2V), Vehicle-to-Infrastructure
(V2l), and Vehicle-to-Network (V2N). These models are collectively referred to as Vehicle-
to-Everything (V2X) communications [1].

In the V2V model, vehicles communicate directly with each other, exchanging information
such as tra c conditions, road hazards, and other critical data to enhance safety and
e ciency on the road. This peer-to-peer communication is essential for real-time, low-
latency data transfer, which is crucial for applications such as collision avoidance and
cooperative driving.

The V2I model involves communication between vehicles and roadside infrastructure,
such as tra c signals, road signs, and tra c management systems. This interaction
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allows for disseminating information from the infrastructure to the vehicles, aiding tra c
ow optimisation, navigation assistance, and broader tra c management strategies.

The V2N model connects vehicles to broader networks, including cellular networks and
the Internet. This connectivity enables access to cloud-based services, real-time tra ¢ up-
dates, and remote diagnostics. V2N communication enhances the capabilities of VANETs
by providing vehicles with dynamic information from various sources.

These V2X communication models create a comprehensive network that facilitates high
automation and coordination within the ITS.

VANETSs enable a variety of applications, including collision alerts [2, 3], road condition
warnings [4], cruise control, and autonomous vehicle operation [5]. The vehicle is the
primary type of node in VANETS, which in uences the network’s topology due to its high
mobility. Additionally, Roadside Units (RSUs) and On-Board Units (OBUSs) are critical
components of VANETSs that support these applications. RSUs provide infrastructure-
based connectivity and service support, while OBUSs, installed in vehicles, ensure dynamic
V2V and V2| communication, enabling real-time information exchange amid high mobil-

ity.

Although VANETSs share several characteristics with Mobile Ad-hoc Networks (MANETS),
such as short transmission range, self-organisation, self-management, and limited band-
width, they also possess unique distinguishing features [6]. These include a continuous
power supply, high computational ability, predictable mobility patterns, high mobility re-
sulting in dynamic topology changes, frequent network partitioning due to tra c patterns,
and using on-board sensors for various data collection and sharing.

In recent years, blockchain technology, a distributed ledger that facilitates transactions
without a central authority, has gained widespread adoption across various elds, includ-
ing VANETS [7, 8]. The integration of blockchain technology with VANET applications
0 ers innovative solutions to enhance VANET performance. By linking data through the
hash value of each block, blockchain ensures traceability and integrity, thereby improv-
ing the security and reliability of VANETs. The potential for blockchain integration in
VANETS is vast, promising signi cant advancements in the performance and security of
vehicular communications.

1.1 Motivation

The eld of VANETS is a fascinating and rapidly evolving area of study with immense
potential to revolutionise ITS. The ability to create a highly automated, interconnected
network of vehicles presents exciting opportunities for enhancing tra c safety, reducing
congestion, and improving overall driving experiences [9]. However, the inherent com-
plexities of VANETS, characterised by high mobility and dynamic topologies, pose crucial
challenges that require innovative management solutions.

VANETSs often employ clustering algorithms to manage these di culties, grouping vehicles
into distinct clusters under prede ned rules. This approach e ectively reduces the volume
of communications, enhances routing reliability, and optimises bandwidth utilisation [10].
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Despite the advantages of clustering, ensuring data integrity within these highly dynamic
networks remains a signi cant challenge. The mobile and dynamic nature of VANETSs
makes them susceptible to various forms of malicious attacks. These include message
tampering, where critical messages are intercepted and altered; false information injection,
which disseminates erroneous data; replay attacks, where legitimate messages are captured
and replayed with delay; or a malicious node impersonates multiple nodes to disrupt
network operations. Addressing these concerns is crucial for enhancing the security and
reliability of VANETS.

Another pressing issue in VANETSs is ensuring privacy in vehicular communications. As
vehicles continuously exchange sensitive information such as location, speed, and travel
routes, there is a heightened risk of privacy breaches. Malicious entities can exploit this
information to track vehicle movements, leading to serious privacy violations. Traditional
methods of securing communication are often insu cient in providing the necessary level
of privacy in such a highly dynamic and interconnected environment. Therefore, ensuring
robust privacy measures in VANETS is paramount to protect users from potential threats
and maintain trust in the system [11, 12].

Data processing in VANETS also presents challenges due to the high volume and velocity of
data generated by vehicles and infrastructure. E ciently processing this data in real time

Is crucial for applications like collision avoidance, tra c management, and autonomous
driving. However, the high mobility of vehicles leads to frequent changes in network
topology, making it di cult to maintain consistent and reliable data processing [13].
Traditional data processing methods may struggle to keep up with the dynamic nature of
VANETS, leading to delays and potential data loss. The urgent need for advanced data
processing techniques in VANETS is critical to ensure the smooth and safe operation of
ITS.

Blockchain technology o ers a promising solution to these challenges, with its inherent
attributes of decentralisation, traceability, and immutability enhancing network security,
data integrity, and transparency [7]. However, applying blockchain in VANETS also intro-
duces several challenges, including scalability issues, latency, and the high computational
demands of consensus algorithms. Moreover, the integration of new blockchain-based pro-
tocols necessitates signi cant modi cations to existing network infrastructures and the
development of e cient mechanisms to handle the high mobility and dynamic topologies

of VANETSs [14]. These challenges highlight the critical need for the research, which aims
to develop a novel blockchain-based architecture that addresses these issues, ensuring a
robust, scalable, and practical solution for improving VANET performance and reliability.

Named Data Networking (NDN) has been widely acknowledged for its potential in dy-

namic vehicular environments. By focusing on content rather than endpoints, NDN en-

hances data dissemination and retrieval e ciency [15]. This research incorporates NDN
as a foundational layer to address communication challenges in VANETS, enabling more
e ective data sharing across highly dynamic topologies.



1.1.1 Proposed Technical Solutions

To address the critical challenges outlined above, this research integrates advanced tech-
nologies and introduces novel methods tailored speci cally for VANETs. These include:

" Proof of Mobility (PoM) : A novel consensus mechanism designed to leverage
vehicular mobility patterns for enhanced data integrity and scalability. This unique
approach optimises the computational e ciency of consensus while maintaining de-
centralisation.

Aggregated Zero-Knowledge Proof (ZKP) . A lightweight privacy-preserving
mechanism that aggregates individual proofs into a single compact proof, signi -
cantly reducing computational and storage costs.

" ZKP with Cross-Shard Validation : An innovative integration of ZKP in blockchain
sharding, enabling secure and e cient cross-shard validation while reducing latency.

Dynamic Blockchain Sharding : A mobility-aware sharding mechanism designed
to address the scalability challenges in high-density vehicular networks.

These techniques form the backbone of the proposed blockchain-based architecture, o er-
ing a scalable, privacy-preserving, and e cient solution for VANETS.

1.2 Research Gaps

Despite the signi cant promise of applying blockchain technology in VANETS, several key
limitations must be addressed to realise its full potential. A primary issue is the current
reliance on RSUs or cloud servers for deploying blockchain nodes. This reliance can create
bottlenecks, limit network scalability, and introduce substantial costs for deployment and
maintenance. Furthermore, although decentralisation aims to reduce dependence on cen-
tral authorities, the partial reliance on RSUs exposes the system to potential attacks and
failures. The high computational and storage demands of blockchain operations also chal-
lenge the resource-limited vehicular OBUs, often necessitating o oading to RSUs or cloud
servers. This o oading can introduce latency, negatively a ecting real-time decision-
making crucial for vehicular applications. Ensuring seamless integration with existing
vehicular communication protocols and achieving interoperability with other technologies
also remain signi cant challenges.

Existing solutions in terms of privacy preservation reveal that blockchain applications for
protecting vehicular data privacy in tra ¢ condition analysis have not been thoroughly ex-
plored. While there are blockchain-based solutions for various privacy issues in VANETS,
most focus on authentication, encryption, and obfuscation without o ering comprehen-
sive mechanisms for protecting vehicular data during processing, leaving it vulnerable to
privacy breaches.

Furthermore, several research gaps remain concerning the use of sharding in blockchain-
enabled VANETs. Although sharding can reduce the workload on individual nodes, ef-
cient shard validation protocols are essential to balance the computational load and
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manage communication overhead, ensuring minimal latency and timely consensus. Cross-
shard transactions can introduce signi cant communication overhead, impacting network
performance, so e ciently managing this overhead is crucial for maintaining high through-
put and low latency. Additionally, the high mobility and dynamic topology of VANETS
require sharding mechanisms that can adapt to network changes. Future research should
focus on developing adaptive sharding algorithms capable of optimising shard con gura-
tions and reassigning nodes as the network evolves.

Addressing these research gaps is vital for advancing the integration of blockchain tech-
nology in VANETS, enhancing scalability, e ciency, and security. A detailed research gap
analysis is provided in Section 2.3.

1.3 Key De nitions

To ensure clarity and consistency throughout this thesis, the following key terms are
rigorously de ned within the context of VANETs and blockchain-based systems:

Scalability : Scalability refers to the ability of a system to maintain performance
levels (e.g., throughput and chain length) as the network size or workload increases.
In this thesis, scalability is particularly focused on the blockchain's capacity to han-
dle the high volume of vehicular data and increasing numbers of network participants
(nodes).

Stability : Stability is de ned as the system's capacity to remain operational and
maintain consistent performance under varying conditions, including high vehicular
mobility and dynamic network topologies in VANETS.

Data Integrity : Data integrity ensures that information remains accurate, consis-
tent, and unaltered during transmission and storage. In this thesis, it is achieved
through mechanisms such as the PoM consensus algorithm.

Privacy : Privacy refers to the protection of sensitive vehicular information (e.qg.,
location, speed, and direction) from unauthorised access. This is addressed in the
thesis through the application of ZKP.

Security : Security encompasses the measures taken to safeguard the network and
data against malicious attacks, such as tampering, false data injection, and replay
attacks. Blockchain's immutability and cryptographic mechanisms are leveraged to
ensure security in the proposed system.

" Reliability : Reliability is the system's ability to consistently deliver correct and
timely data under varying conditions, including high tra ¢ density and environ-
mental challenges.

E ciency : E ciency relates to the system's ability to optimise resource utilisation,
including computational di culty, bandwidth, and redundant data, while maintain-

ing high performance. This thesis focuses on e ciency through techniques such as
sharding, PoM and aggregated ZKP.



These de nitions provide a uni ed framework for discussing the research contributions
and ndings, ensuring consistent interpretation of these key terms throughout the thesis.

1.4 Research Questions

Figure 1.2: Impossible triangle of blockchain

To better focus on the new blockchain protocol in VANETS, the research questions are
de ned as:

1. How does blockchain provide traceable and immutable information to
improve the stability and performance of clustering in VANETS?

The robustness and e ciency of a clustering algorithm depend not only on the al-
gorithm itself but also on the reliability of the information exchanged during the
clustering process. A cluster cannot be established without ample and reliable
peer information. Traditional IP-based communication, which focuses on endpoint
identi cation, often struggles in VANETs due to high mobility, frequent topology
changes, and ine cient resource utilisation. To address these limitations, a content-
centric approach, such as NDN, can enhance data dissemination e ciency and re-
liability by focusing on the data itself rather than its source or destination. While
blockchain can ensure data traceability and immutability for clustering, existing
blockchain platforms are primarily designed for xed nodes such as cloud servers
[16]. However, situating the blockchain on the cloud can induce latency issues dur-
ing clustering. Therefore, an e cient and robust blockchain protocol needs to be
designed speci cally for vehicular nodes' clustering, addressing additional challenges
such as scalability, latency, and computational consumption.

2. What are the implications of blockchain technology on privacy and data
sharing in VANETSs, and how can it foster trust among users?

Ensuring privacy and secure data sharing in VANETS is critical, as vehicles con-
tinuously exchange sensitive information such as location, speed, and travel routes.
Privacy breaches can lead to signi cant security risks and undermine user trust.
Blockchain technology o ers a potential solution by providing a secure and decen-
tralised framework for information exchange. Blockchain can protect sensitive data
from unauthorised access and tampering by utilising cryptographic techniques and
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immutable ledgers. This increased security can help mitigate privacy concerns and
prevent malicious entities from exploiting vehicular data. Additionally, the trans-
parent and traceable nature of blockchain transactions can foster trust among users,
as they can verify the authenticity and integrity of the data being shared. Thus,
blockchain can create a more trustworthy and reliable environment for data sharing
in VANETS, encouraging user participation and cooperation.

3. How can blockchain enhance data processing in VANETS, creating a
scalable, e cient, and secure system for vehicular data, especially in
large VANETS?

VANETSs aim to provide e cient information services, facilitating self-organising
data transmission among moving vehicles to support applications such as assisted
driving and safety alerts. However, challenges such as identity veri cation and
message reliability pose signi cant hurdles. Blockchain technology can o er a de-
centralised, secure, trustworthy, and traceable data transmission mechanism and
database for VANETs. Nonetheless, the substantial volume of data in VANETS,
coupled with the requirement for low latency in many data transmission cases [17],
presents challenges to blockchain implementation.

The so-calledblockchain trilemma (Figure 1.2) [18] underscores a persistent chal-
lenge in blockchain development. It posits that achieving three critical features:
security, scalability, and decentralisation, in a single blockchain project is an in-
surmountable task. Generally, given the distributed ledger and trustless nature of
blockchain, one can only optimise two of these attributes at the expense of the third.

Existing blockchain protocols are primarily developed for xed nodes such as com-
puters and servers, and they do not adapt well to the unique characteristics and
network environments of VANETs. VANETSs require a high degree of scalability to
accommodate the dynamic and mobile nature of vehicular nodes while simultane-
ously ensuring decentralisation and security. These speci ¢ requirements highlight
the limitations of existing protocols when applied to VANET scenarios.

This research does not purport to solve thélockchain trilemmaentirely but aims
to design and implement a new blockchain protocol speci cally for the data layer
of VANETs. The goal is to create a scalable, e cient, and secure system for vehic-
ular data, particularly in large VANETS, while meeting the appropriate criteria for
application scenarios within VANETS.

1.5 Research Objectives

The aim of this research is to develop and evaluate innovative blockchain-based architec-
ture to address the challenges of data integrity, privacy, and decentralisation in VANETS.
Speci cally, this research aims to achieve the following objectives:

1. To design and implement a novel blockchain architecture

To develop a robust and e cient blockchain-based architecture that integrates a new
consensus algorithm tailored to the mobility patterns of vehicles. This architecture



aims to ensure data integrity and maintain decentralisation while managing the high
mobility and variable network densities characteristic of VANETS.

2. To improve communication e ciency and reduce on-chain costs

To develop and optimise blockchain protocols that reduce communication band-
width consumption in high-density and high-mobility vehicular scenarios. This in-
cludes minimising redundant data transmission, enhancing cross-shard validation
e ciency, and reducing on-chain storage and computation costs while maintain-
ing the core properties of decentralisation, security, and data integrity inherent in
blockchain technology. NDN is integrated to further optimise data dissemination
and retrieval, leveraging its content-centric approach to reduce communication over-
head and improve overall system e ciency in VANETS.

3. To enhance privacy and data integrity

To leverage advanced cryptographic techniques, such as ZKPs, within blockchain
technologies to enhance privacy and data integrity in VANETS. This objective
focuses on protecting sensitive vehicular data without compromising scalability or
e ciency.

4. To improve data processing capabilities

To develop blockchain protocols that enhance data processing capabilities in VANETS.
This includes prioritising and e ciently transmitting data to the appropriate des-
tinations, addressing the high volume and velocity of data generated by vehicles
and infrastructure, and ensuring real-time processing to support applications like
collision avoidance, tra ¢ management, and autonomous driving.

5. To conduct comparative performance evaluations:

To perform comparative performance evaluations of the proposed blockchain-based
architecture in various scenarios, particularly focusing on high-density and high-
mobility conditions. Assess the system's ability to outperform conventional blockchain-
based systems while preserving the secure, decentralised, and integrity characteris-
tics inherent in blockchain technology.

By achieving these objectives, this research aims to make advancements in the elds of
VANETs and intelligent transportation systems. The novel blockchain architecture for
VANETSs proposed in this study is designed to address the unique challenges posed by high
mobility and dynamic network topologies. By integrating the PoM consensus algorithm,
NDN, aggregated ZKPs, and dynamic sharding, this architecture aims to provide a robust,
scalable, and practical solution for improving data integrity, privacy, decentralisation, and
scalability in VANETs. These advancements will contribute to the development of more
secure and e cient vehicular networks, enhancing the overall performance and reliability
of intelligent transportation systems.

1.6 Organisation of Thesis

This thesis is structured to systematically explore and address the research objectives
related to enhancing VANETSs using blockchain technology. The organisation of the thesis
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is as follows:

Chapter 1: Introduction

This chapter provides an overview of the research context, motivations, research
guestions and objectives. It outlines the critical challenges faced by VANETS in
terms of data integrity, privacy, and decentralisation and introduces the potential
of blockchain technology to address these issues.

Chapter 2: Blockchain in VANETs: Trends and Issues

This chapter reviews the existing literature on VANETS, blockchain technology,
and related techniques. It discusses previous research e orts, identi es gaps in the
current knowledge, and sets the foundation for the proposed research.

Chapter 3: System Model

This chapter details the system model used in this research. It describes the tools
and methodologies employed for modelling the proposed blockchain-based architec-
ture in VANETs. The chapter includes the performance analysis model of perfor-
mance evaluation. The simulation environments used for the implementation and
evaluation of the system model are also described.

" Chapter 4: Named Data Networking Based Proof of Mobility Blockchain
in VANETS

This chapter introduces the novel POM consensus algorithm integrated with NDN

to enhance VANETS. It discusses how this approach leverages the mobility patterns
of vehicles to ensure data integrity and maintain decentralisation. The chapter also
covers the details of the implementation and performance bene ts of integrating

NDN with blockchain technology in VANETS.

Chapter 5: Enhancing Privacy and Reliability in Cellular Vehicle-to-
Everything (C-V2X) Using Blockchain and Aggregated Zero-Knowledge
Proofs

This chapter focuses on the mechanisms employed to enhance privacy and reliability
in C-V2X communications using blockchain technology. It elaborates on the use of
novel aggregated zero-knowledge proofs and secure multi-party computation to pro-
tect sensitive vehicular data and ensure reliable message transmission. The chapter
details the implementation and performance evaluation of these techniques within
the blockchain framework.

Chapter 6: Blockchain-Based Vehicular Data Sharding System

This chapter presents the design and implementation of a blockchain-based data
sharding system for vehicular networks, integrating advancements from previous
chapters to form a comprehensive solution. It examines the improvements in data
processing capabilities achieved through the proposed blockchain protocol, including
dynamic sharding with PoM and ZKP-enabled cross-shard validation. The chapter
discusses the challenges of handling the high volume and velocity of data in VANETs
and how the proposed system addresses these challenges, enhancing scalability, e -
ciency, and security. By leveraging the techniques discussed in earlier chapters, the



system ensures robust and reliable data management in highly dynamic vehicular
environments.

Chapter 7: Conclusion

The nal chapter summarises the key ndings and contributions of the research. It
re ects on the implications of the proposed solutions for VANETs and intelligent
transportation systems. The chapter also outlines potential directions for future
research and development in this eld.

Chapters 4 to 6 are closely interconnected and collectively form a comprehensive solution
stack for addressing the challenges in VANETs and C-V2Xs. Chapter 4 introduces the
foundational consensus mechanism, PoM, which integrates NDN to enhance data integrity
and decentralisation. Building on this, Chapter 5 addresses privacy and reliability chal-
lenges by introducing aggregated ZKPs and trust evaluation mechanisms to ensure secure,
privacy-preserving and trustworthy communication. Finally, Chapter 6 combines these
innovations into a blockchain-based data sharding system, designed to handle high data
volumes e ciently. Together, these chapters present a structured and scalable framework
for enhancing vehicular network performance and security.
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Chapter 2

Blockchain in VANETs: Trends and
Issues

2.1 Introduction

The advancement of VANETSs has signi cantly transformed intelligent transportation
systems, o ering enhanced communication capabilities and improved safety features.
However, these advancements come with their own challenges, particularly regarding
data integrity, privacy, and decentralisation. To address these critical issues, integrating
blockchain technology into VANETs has emerged as a promising solution. This chap-
ter delves into the current trends and pressing issues within VANETs and blockchain
technology, providing a comprehensive review of the state-of-the-art advancements and
identifying the gaps that necessitate further research.

In recent years, the fusion of blockchain with VANETSs has garnered considerable attention
due to its potential to o er decentralised, secure, and transparent data management
solutions [11]. Blockchain technology, with its inherent characteristics of immutability
and consensus-driven data validation, complements the dynamic and distributed nature
of VANETSs. Nevertheless, the high mobility and variable network densities characteristic
of vehicular networks pose unique challenges that must be meticulously addressed to
realise the full potential of blockchain integration.

This chapter will explore the latest trends in vehicular communication technologies and
the pivotal role of blockchain in VANETs. By analysing the current privacy and security
iIssues, scalability challenges, and e ciency concerns, this review aims to provide a holistic
understanding of the existing landscape and highlight the key areas where further research
and development are essential.

2.2 Blockchain Technology in VANETS

Blockchain technology has garnered signi cant research interest in various elds, includ-
ing VANETS, to address centralisation issues and data processing challenges, as well as
to enhance the overall architecture of VANETs [19]. This section presents an analysis of
blockchain-enabled VANET research, focusing on the following aspects: technology cat-
egories of VANETS, blockchain implementation methods, performance simulations, and
system features.
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2.2.1 Decentralisation

The decentralisation characteristic of blockchain technology eliminates the need for a
central authority, fostering a distributed network where each vehicle autonomously vali-
dates and records transactions. This approach signi cantly enhances the robustness and
resilience of VANETSs against single points of failure.

Building on this foundation, Yang et al. [20] developed a decentralised trust manage-
ment system, utilising RSUs to calculate and store trust values on the blockchain prob-
abilistically. They innovated a hybrid consensus protocol that combines Proof of Work
(PoW) and Proof of Stake (PoS) to manage vehicular interactions e ciently. Additionally,
Agudo, Montenegro-Gomez, and Lopez [21] propose a blockchain-based approach for de-
centralised V2X communication. Their framework leverages smart contracts to establish a
decentralised governance model, eliminating the need for any centralised trusted authority.
The system integrates with existing communication protocols, providing secure, scalable,
and privacy-preserving vehicular communications. By utilising a decentralised Public Key
Infrastructure (PKI), their method addresses the governance challenges of current V2X
technologies, facilitating broader adoption and enhancing the integrity and authenticity of
vehicular data without compromising privacy. Similarly, Ma et al. [22] present an e cient
decentralised key management mechanism for VANETS, utilising blockchain technology.
Their scheme eliminates the reliance on a centralised PKI by employing blockchain for
distributed, tamper-proof storage of public keys. Smart contracts facilitate automatic key
management processes such as registration, update, and revocation. This decentralised
approach enhances the robustness and e ciency of key management in VANETS, ad-
dressing issues of single points of failure and reducing communication and computation
overheads compared to traditional centralised models.

Further exploring the application of blockchain in the automotive sector, Cui et al. [23]
addressed the challenges of automotive task outsourcing and container programming, de-
veloping a heuristic container scheduler for compute jobs provided externally by vehicles.
This study presented a secure and decentralised solution for edge computing in the In-
ternet of Vehicles (IoV) domain, demonstrating the potential of blockchain technology in
decentralising computational tasks. In the decentralised trust management area, Chuk-
wuocha et al. [24] propose a Bayesian trust inference model on a blockchain network to
determine the trustworthiness of messages in a decentralised manner. This model uses
real-time event data reports as priors in beta distribution computation, enhancing the re-
silience of the system compared to those relying solely on historical data. The study also
highlights using RSUs as blockchain nodes, reducing the need for additional infrastructure
and improving scalability through network partitioning into localised zones.

Expanding on decentralised solutions, Kudva et al. [25] introduce a decentralised blockchain-
based framework to enhance trust management in VANET routing protocols. Their ap-
proach addresses the critical issue of insider attacks by implementing a two-level detection
system. Initially, neighbouring nodes independently calculate trust scores. These scores
are then aggregated by a consortium blockchain managed by authorised RSUs. Further
advancing decentralised security, Zhang et al. [26] propose a secure and e cient decen-
tralised access control scheme leveraging blockchain technology. Their system integrates
Ciphertext-policy Attribute-based Encryption (CP-ABE) and blockchain to support mul-
tiauthorisation nodes, enhancing privacy and security without relying on a centralised
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authority. By recording transactions on the blockchain and using smart contracts for ver-
| cation, their scheme ensures tamper-resistant, self-veri able data access, signi cantly
reducing the risk of privacy breaches and improving the overall trustworthiness and scal-
ability of vehicular networks. By integrating multi-level blockchain technology, Lin [27]
proposes a multi-level blockchain framework for secure data transfer in loV. This frame-
work integrates Elliptic Curve Digital Signature Algorithm (ECDSA) and a threshold
key management protocol to ensure data integrity and prevent single-point failures. The
multi-level architecture, comprising intra-cluster and inter-cluster blockchains, enhances
the e ciency and security of vehicular communications by distributing tasks across dif-
ferent levels.

In the vehicular decentralised learning eld, Xu et al. [28] introduce a blockchain-enabled
secure and privacy-preserving decentralised learning system for vehicular networks. It
utilises BFT consensus and Gradient Aggregation Rules to ensure model training resilience
against Byzantine attacks. By integrating di erential privacy, the system guarantees data
privacy while maintaining high e ciency. The blockchain framework o ers tamper-proof,
transparent, and traceable records of the learning process, enhancing the security and
reliability of decentralised vehicular communications. To enhance vehicular identi ers
decentralisation, Li et al. [29] propose the BDRA mechanism, which employs blockchain
and decentralised identi ers for secure registration and authentication in VANETS. This
framework eliminates the need for a centralised trusted authority, addressing issues of
single points of failure and low e ciency prevalent in traditional systems. By utilising

a double-layer blockchain structure and decentralised identi ers, BDRA ensures decen-
tralised user registration, e cient authentication, and message veri cation. This decen-
tralised approach enhances network resilience and scalability, making it a robust solution
for secure vehicular communications.

Table 2.1 summarises the method, key features, bene ts and challenges of studies im-
plementing blockchain technologies in VANETSs for system decentralisation. Integrating
blockchain technology into VANETS o ers signi cant potential for decentralising trust
management, key sharing, and computational tasks. The studies reviewed demonstrate
various models and frameworks that leverage blockchain's decentralised nature to address
the inherent challenges of central authority dependence. While theoretical models and
simulations show promise, practical implementation and real-world validation remain crit-
ical areas for future research. The decentralised approach not only enhances the security
and resilience of VANETSs but also paves the way for more robust and e cient vehicular
networks.

2.2.2 Security

Security is an important concern in VANETS, given the potential for malicious attacks
that can compromise the integrity, con dentiality, and availability of vehicular communi-
cations. Numerous studies have explored various approaches to enhance security within
VANETS, focusing on mitigating threats such as data tampering, unauthorised access, and
denial-of-service attacks. One promising direction involves the integration of blockchain
technology to create decentralised, tamper-proof systems that can secure message ex-
changes and maintain trust among network participants. The following section reviews
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Table 2.1: Decentralisation in Blockchain-Enabled VANETS

Study Method Key Features Bene ts Challenges
Yang et al. | Hybrid PoW | RSUs calcu-| Enhances trust| Implementation
[20] and PoS late and store| management complexity
trust values on| and interaction
blockchain e ciency
Agudo et al. | Decentralised | Decentralised Secure, scalqi Governance
[21] V2X with | PKI for gov- | able, privacy-| challenges
smart  con-| ernance, in-| preserving
tracts tegrates  with
existing proto-
cols
Ma et al. | Decentralised | Blockchain  for | Robust, e - | Transition from
[22] key manage-| PKI, smart | cient, reduces| traditional PKI
ment contracts for key | single points of
management failure
Cui et al. | Decentralised | Heuristic  con-| Secure, e cient, | Scheduling com-
[23] task out- | tainer scheduler| supports loV | plexity
sourcing for edge com-| tasks
puting
Chukwuocha Bayesian RSUs as| Resilient, scal-| Real-time data
et al. [24] trust model | blockchain able, reduces dependency
on blockchain | nodes, real-time| infrastructure
data for trust needs
Kudva et al. | Decentralised | Two-level detec-| Enhances trust,| Implementation
[25] trust  man- | tion, consortium | addresses insider in dynamic envi-
agement blockchain by | attacks ronments
RSUs
Zhang et al. | Decentralised | CP-ABE  with | Secure, privacy-| Computational
[26] access control| blockchain, preserving, overhead
multi- tamper-resistant
authorization
nodes
Lin [27] Multi-level ECDSA, thresh- | E cient, secure | Coordination
blockchain old key manage-| data  transfer, | between clusters
ment prevents single-
point failures
Xu et al. | Secure decen: BFT consensus, Resilient, Byzantine  at-
[28] tralised learn- | Gradient Aggre- | privacy- tack resilience
ing gation Rules preserving,
tamper-proof
Li et al. [29] | Decentralised | Double-layer Secure, e cient | Integration with

identi ers

blockchain and
decentralised
identi ers for
registration

authentication,
scalable

existing systems
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signi cant contributions in this domain, highlighting key methodologies and their impact
on VANET security.

Various innovative solutions have been proposed to address the security challenges in
VANETSs. Shrestha et al. [30] addressed critical security issues in VANETSs by introducing

a decentralised blockchain framework for secure message exchange. This system ensures
the trustworthiness of nodes and event messages through a local blockchain, con ning data
management within speci ¢ geographical regions to reduce latency and enhance scalabil-
ity. By storing trust levels and message data on the blockchain, the framework provides
a tamper-resistant, veri able ledger that signi cantly enhances the security of vehicular
communications, mitigating risks posed by malicious nodes and false information dissemi-
nation. In the secure computation research, Zheng et al. [31] proposed a blockchain-based
secure computation o oading framework for VANETS, integrating edge cloud o oading
with a distributed hierarchical software-de ned VANET framework. This approach em-
ploys blockchain for secure access control and o oading decisions, using smart contracts
to protect against unauthorised actions and ensure data integrity. Combining deep re-
inforcement learning algorithms optimises o oading decisions, enhancing security and
e ciency by reducing latency and energy consumption in vehicular networks.

Building on this concept of identi cation security, George et al. [32] introduced a blockchain-
based identity management framework for VANETSs using Hyperledger Fabric. This de-
centralised approach secures vehicle identities and communications, eliminating the need
for a central authority. By o oading authentication to RSUs and maintaining an im-
mutable record of authorised and revoked vehicles, the system enhances security, reduces
the computational load on vehicles, and ensures robust validation of digital signatures
and pseudonyms. Further expanding on this theme, Kudva et al. [25] proposed the
Proof of Driving protocol, which randomises the selection of honest miner nodes to en-
hance security and e ciency. Combined with a ltering technique based on the Service
Standard Score (9, this protocol e ectively detects and eliminates malicious nodes, en-
suring tamper-proof, self-veri able data storage and transaction processing, signi cantly
mitigating various attack risks and improving fault tolerance in vehicular networks.

To improve the security of routing protocols, Inedjaren et al. [33] presented a blockchain-
based distributed management system to enhance trust and security in VANETS. By
integrating the optimised link state routing protocol with blockchain technology, their
approach addresses the inherent security vulnerabilities and repetitive processes in tra-
ditional VANETs. The decentralised blockchain framework ensures tamper-proof and
highly secure message exchanges, signi cantly improving the detection and isolation of
malicious nodes. Blockchain technologies are also implemented in handover protocols. For
example, Son et al. [34] proposed a blockchain-based lightweight V2I handover authen-
tication protocol for VANETs. This protocol leverages blockchain technology to ensure
data integrity, transparency, and decentralisation. Integrating a consortium blockchain
composed of RSUs and the Trusted Authority (TA), the system securely manages vehi-
cle authentication and handover processes without relying on a centralised authority. A
similar methodology can also be implemented in secure vehicular authentication; Shawky
et al. [35] proposed an e cient blockchain-based group key distribution scheme for se-
cure authentication in VANETs. Their approach utilises smart contracts to distribute
and update group session keys, leveraging public key infrastructure for initial legitimacy
detection and lightweight symmetric key cryptography for message authentication.
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To further enhance security in vehicular data, Poongodi et al. [36] introduced a se-
cure Multi-Access Edge Computing based VANET framework, incorporating neuro-fuzzy
systems and blockchain technology. Their three-layer model ensures data security and
e cient processing. The perception layer uses blockchain to secure data transmission,
while edge computing manages data processing. Neuro-fuzzy systems provide adaptive
security assessments, enhancing network resilience by dynamically predicting and mitigat-
ing security risks. Additionally, Dwivedi et al. [37] proposed a blockchain-based secured
InterPlanetary File System (IPFS)-enabled event storage technique with an authentica-
tion protocol in VANETs. This approach enhances the privacy and security of event
information without relying on a centralised trusted third party. By integrating IPFS [38]
with blockchain, the system stores event details in a fully decentralised manner. This ar-
chitecture signi cantly mitigates risks associated with single points of failure and ensures
secure, tamper-proof data sharing.

Another implementation eld is secure vehicular communications. Ali et al. [39] intro-
duced VABLOCK, a blockchain-based secure communication system for V2V networks by
utilising Information-Centric Networking (ICN) technology. Their framework addresses
security and trust issues using a decentralised blockchain protocol that enhances data
integrity and trust management. VABLOCK's use of ICN improves content caching and
delivery e ciency, while the blockchain ensures tamper-proof and transparent data ex-
changes. In large VANET cases, Naresh et al. [40] proposed a scalable, secure group
communication framework for large VANETs using blockchain IOTA sharding. Their
hierarchical design partitions the network into sharded subnetworks managed by smart
contracts, which act as group controllers. This approach mitigates the processing load
on individual nodes and enhances overall security through elliptic curve-based cryptogra-
phy. The system e ciently detects and tracks malicious vehicles, ensuring tamper-proof,
transparent data exchanges and robust protection against cyber-attacks, thus improving
the security and scalability of vehicular communications. Meanwhile, Zhang et al. [41]
introduced a blockchain-based tra ¢ data security sharing scheme for VANETS, utilis-
ing traceable ring signatures and edge computing. This approach enhances data privacy
and security without relying on centralised authorities. Integrating traceable ring signa-
tures allows conditional privacy protection and source traceability, while edge computing
reduces computational burdens on RSUs. Smart contracts are employed to track and pe-
nalise malicious vehicles, ensuring secure and e cient data sharing in vehicular networks.

In summary, blockchain technology signi cantly enhances the security of VANETSs by
providing decentralised, tamper-proof frameworks for message exchange, identity manage-
ment, and computation o oading. These frameworks leverage various blockchain features,
such as smart contracts, decentralised public key infrastructure, and consensus mecha-
nisms, to address security challenges, reduce latency, and improve trust management.
While each approach o ers unique advantages, the integration of blockchain technology
with edge computing and existing vehicular communication protocols continues to face
challenges related to scalability, interoperability, and computational overhead. Ongoing
research and development are essential to overcome these limitations and fully realise
the potential of blockchain technology in securing VANETs. Table 2.2 summarises the
method, key features, bene ts and challenges of studies implementing blockchain tech-
nologies in VANETS for enhancing security.
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Table 2.2: Security in Blockchain-Enabled VANETSs

Study Method Key Features Bene ts Challenges
Shrestha et| Decentralised | Local blockchain| Enhances secut Geographical
al. [30] blockchain for secure mess rity, reduces la-| data manage-
framework sage exchange | tency ment
George et| Blockchain- Uses Hyper-| Secure, reduces Implementation
al. [32] based identity | ledger  Fabric, | vehicle compu-| complexity
management | RSUs for au-| tational load
thentication
Kudva et al. | Proof of Driv- | Random  selec+ Detects and| Driving data pri-
[25] ing protocol | tion of miner | eliminates mali- | vacy
nodes, ltering | cious nodes
technique
Zheng et al.| Secure com- Blockchain for | Enhances secu; High computa-
[31] putation access control, rity, reduces la- | tional needs
o oading deep learning for| tency
0 oading
Inedjaren et | Blockchain- Integrates opti- | Improves detec-| Repetitive pro-
al. [33] based routing| mised link state | tion,  tamper- | cess mitigation
protocol routing with | proof messages
blockchain
Son et al.| Lightweight Consortium Ensures data| Coordination
[34] V21 handover | blockchain  for | integrity, trans- | among RSUs
protocol authentication parency
Poongodi et| Multi- Neuro-fuzzy sys-| Adaptive secu-| Dynamic  risk
al. [36] Access Edge tems, blockchain| rity, e cient | mitigation
Computing- layers processing
based
VANET
framework
Dwivedi et | IPFS-enabled | Decentralised Enhances  pri-| Integration with
al. [37] event storage | storage, vacy, secure| existing systems
blockchain data sharing
authentication
Ali et al. | VABLOCK ICN technology, | Enhances data] Content caching
[39] secure com-+ decentralised integrity, trust | e ciency
munication blockchain management
Shawky et| Group  key| Smart contracts | E cient, secure | Only focus on
al. [35] distribution for session keys| authentication key management
scheme PKI
Naresh et| Group com-| IOTA sharding, | Detects = mali- | Implementation
al. [40] munication elliptic curve | cious vehicles, in dynamic envi-
framework cryptography scalable ronments
Zhang et al.| Trac data | Traceable ring| Enhances data] Require RSUs as
[41] sharing signatures, edge privacy nodes
scheme computing
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2.2.3 Data Integrity

Maintaining data integrity is crucial for the e ective operation of VANETS, where en-
suring the accuracy and completeness of transmitted information directly in uences the
safety and e ciency of vehicular communications. As VANETSs evolve, the integration
of blockchain technology has emerged as a promising solution to bolster data integrity
while facilitating secure and reliable vehicle communications [19, 42, 7]. This section ex-
plores various innovative approaches that harness blockchain to address the multifaceted
challenges associated with data integrity in VANETSs.

Addressing this need, Zhang et al.[43] proposed a vehicular data system architecture using
Ethereum [44] to ensure data integrity, vehicle authentication, and privacy in VANETS.
However, due to the limitations of Ethereum and the requirement for vehicles to act as
full blockchain nodes, data transmission delays can reach up to 10 minutes, which is im-
practical for VANET applications. Furthering the advancement of blockchain applications
in VANETSs, Wei et al. [45] develop a blockchain-based cloud data integrity protection
mechanism that utilises Merkle hash trees and smart contracts. Their framework de-
ploys distributed virtual machine agents in the cloud, enabling multi-tenancy cooperation
to ensure data trust veri cation. By generating unique hash values for les and using
smart contracts to monitor data changes, the system provides real-time alerts for data
tampering.

In a trust management vein, Kudva et al. [25] have introduced a blockchain-enabled dis-
tributed trust management system within VANETs. This system addresses security and
reliability challenges and encourages vehicular cooperation. In [46], the authors combine
functional encryption with blockchain to enhance data privacy and safeguard against data
tampering during vehicle data transfers. However, it is important to consider the limited
computational capacity of vehicles when implementing this system in real-world VANETSs.
Expanding on these concepts, Ayaz et al. [47] propose a PoQF algorithm-based blockchain
framework combined with edge computing for vehicular message dissemination. This ap-
proach ensures data integrity using a decentralised consensus algorithm, which leverages
edge computing to validate messages and select relay nodes based on channel quality pre-
dictions. The blockchain's tamper-proof ledger records all transactions, ensuring reliable
and secure data transmission and reducing failure rates in validation processes compared
to other consensus mechanisms.

In order to save the computation requirements in VANETS, Yang et al.[48] developed

a lightweight blockchain system for Vehicular Social Networks using a Directed Acyclic
Graph (DAG). This system uses a social-based data reduction and a pruning method to
lower storage costs and enhance scalability. However, its reliance on a POW mining algo-
rithm results in high computational demands on vehicles, and its application is limited

to Vehicular Social Networks. In the 5G VANETs scenario, Yeh et al. [49] have pro-
posed a blockchain-oriented, privacy-preserving, and sustainable data query service for
vehicular communication systems. This service utilises smart contracts, blockchain Ora-
cles, 5G technology, and peer-to-peer le exchange systems to safeguard data accessibility,
integrity, and fairness.

By implementing Digital Twins technology, Feng et al. [50] introduce a blockchain-based
vehicle management system that maps real-time tra ¢ data into virtual space, where

18



blockchain ensures the integrity and security of the data. By decentralising data storage
and using blockchain's immutable ledger, the system prevents tampering and guarantees
reliable data transmission and storage. Following multi-layer blockchain technology de-
velopment, Tandon, Verma and Gupta propose [51] a dual blockchain-based decentralised
architecture for secure authentication and communication in VANETSs. By using separate
blockchains for vehicle registration (Registration Blockchain) and message sharing (Mes-
sage Blockchain), the framework enhances data integrity and e ciency. The use of Proof
of Authority (PoA) and Proof of Position consensus algorithms ensures tamper-proof and
transparent data handling.

Table 2.3: Data Integrity in Blockchain-Enabled VANETS

Study Method Key Features Bene ts Challenges
Zhang et al. | Vehicular Uses Ethereum, Ensures data in-| Data transmis-
[43] data system| vehicle authenti- | tegrity and pri- | sion delays
architecture | cation vacy
Wei et al.| Cloud data | Merkle hash| Real-time alerts| Node deployed
[45] integrity pro- | trees, smart| for data tamper- | in  centralised
tection contracts ing way
Kudva et al. | Distributed Blockchain- Addresses secur Limited compu-
[25] trust man- | enabled, en-| rity and reliabil- | tational capacity
agement hances cooperar ity challenges
tion
Ayaz et al. | POQF algo-| Decentralised Reliable and se-| Limited in V2V
[47] rithm, edge | consensus, cure data trans-| communication
computing tamper-proof mission
ledger
Yang et al. | Lightweight DAG, social- | Lowers storagel High computa-
[48] blockchain based data| costs, enhances tional demands
system reduction scalability
Yeh et al.| Data query | Smart contracts, | Safeguards data Need cloud
[49] service blockchain Ora-| accessibility and| servers
cles, 5G fairness
Feng et al.| Vehicle data| Digital Twins | Prevents tam-| Real-time trac
[50] management | technology, pering, ensures data mapping
system decentralised data transmis-
storage sion
Tandon et | Dual PoA, Proof-of- | Enhances data] PoA is only suit-
al. [51] blockchain Position, two | integrity and | able for private
architecture blockchains e ciency blockchain

In summary, blockchain technology provides robust solutions for ensuring data integrity

in VANETSs through decentralised, tamper-proof mechanisms. Various studies highlight
the use of smart contracts, Merkle hash trees, DAGs, consensus algorithms and edge com-
puting to enhance data veri cation, synchronization, and reliability. While these solutions

0 er signi cant improvements in maintaining data integrity, challenges such as high com-
putational demands and real-time data processing still need to be addressed. Ongoing
research and development e orts are essential to re ne these blockchain-based frame-
works and fully leverage their potential in securing VANET data. Table 2.3 summarises
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the method, key features, bene ts and challenges of studies implementing blockchain
technologies in VANETSs for enhancing data integrity.

2.2.4 Privacy Preserving

While blockchain technology has addressed certain limitations in VANETS, ensuring data
security and preserving privacy remains a substantial challenge given the dynamic and
real-time characteristics of vehicular networks.

Since 2019, there has been a surge in relevant research, with scholars exploring blockchain
solutions to address these challenges. Liu et al. [52] propose a blockchain-based trust man-
agement model for VANETSs that enhances privacy and trust by combining an anonymous
announcement protocol with a blockchain-driven trust mechanism. This model ensures
that vehicles can exchange information without revealing their identities, thereby enhanc-
ing privacy. To achieve privacy preservation in Device-to-Device (D2D) message transmis-
sion, Wang et al. [53] develop a hybrid D2D message authentication system for 5G-enabled
VANETSs. This system employs a novel group signature-based algorithm for V2V commu-
nication, allowing vehicles to authenticate messages using changeable disguised identities.
This approach e ectively protects the privacy of vehicles by preventing the tracing of their
identities through their communication patterns. In authentication privacy, Zhou et al.
[54] propose an e cient blockchain-based conditional privacy-preserving authentication
scheme for VANETS by integrating the signature of knowledge and smart contracts. This
scheme provides a conditional privacy-preserving authentication solution, ensuring that
vehicles' identity information remains protected while enabling secure communication.
However, these approaches primarily focus on shielding vehicles' identity information and
do not comprehensively address the protection of sensitive data transmitted by vehicles.

Scholars are increasingly focusing on ensuring the privacy of sensitive data as well. Li et
al. [55] propose a blockchain-based trust management model for vehicular data privacy-
preserving. The system ensures location privacy by using certi cates for Location-Based
Services without compromising privacy, creating anonymous cloaking regions, and stan-
dardizing vehicle behaviour. However, the creation of e ective anonymous cloaking re-
gions necessitates a minimum number of vehicles. In cases where this threshold is not met,
virtual locations must be generated, which can restrict the applicability of VANETS, par-
ticularly in scenarios like tra ¢ ow analysis. Further this research, Yeh, Shen, and Hwang
[49] propose a blockchain-based privacy-preserving and sustainable data query service for
ITS. This service addresses privacy protection, stable data accessibility, and integrity con-
cerns in existing VANET data-sharing systems. However, the proposed scheme's reliance
on the IPFS raises concerns about robustness and e ciency, potentially leading to data
loss and high latency of I/O operations [56].

In vehicular learning, Chen et al. [57] leverage deep learning, blockchain, and fully ho-
momorphic encryption to enhance data privacy and security. Their research primarily
concentrates on the training and prediction of deep learning models, utilising homomor-
phic encryption to perform computations on encrypted data without decrypting it. While
this approach signi cantly enhances data privacy, further examination is needed to ad-
dress the adaptability of this method to the diverse and dynamic nature of VANETS.
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The literature reviewed above addresses the prevention of information disclosure and the
safeguarding of privacy through methods such as encryption, obfuscation, and controlled
access to vehicular data. While these strategies e ectively enhance the security of vehicle-
related data, the potential for privacy breaches remains, particularly during the processing
of raw data sets. Ensuring comprehensive privacy protection in VANETS requires ongoing
research and development to overcome these challenges and fully safeguard the privacy of
vehicular communications.

In cryptography, ZKPs are protocols that enable a prover to a rm the accuracy of a claim

to veri ers without divulging any information beyond the essential validity of the claim
itself [58]. Consequently, ZKPs have been adopted by several researchers in the context
of VANETs as a means to bolster vehicular data privacy protection. AlMarshoud et al.
[59] propose an anonymous key exchange protocol for VANETs based on Zero-Knowledge
Proof of Knowledge to enhance location privacy. This protocol ensures that during the
key exchange process, the location of the vehicles remains private. However, the primary
focus of this research is on privacy preservation during the key exchange process, which
limits its applicability to other aspects of vehicular data privacy.

To enhance vehicular data privacy, Huang et al. [60] employ ZKP techniques in evaluating
driving behaviour, aiming to enhance the privacy of driving data. While this study
demonstrates the practicality of ZKPs in the protection of vehicular data, its application is
con ned to the realm of vehicle insurance, thereby limiting its broader applicability within
VANETSs. Tao et al. [61] implement ZKP methodologies for analysing the authenticity of
vehicular data in connected automated vehicles, ensuring that private information remains
uncompromised. Although this approach e ectively maintains data privacy, it introduces

a signi cant system load when processing a substantial volume of repeated ZKP proofs,
which should be addressed to improve scalability and e ciency.

The combination of ZKPs is another interesting topic in enhancing the privacy of VANETS;

Li et al. [62] introduce a novel approach that combines ZKPs with blockchain technology
to authenticate truck platooning. This aggregation technique signi cantly reduces sys-
tem overhead by optimising the validation processes tailored to the operational dynamics
of truck platooning. While this method enhances authentication and reduces overhead
in platooning scenarios, its applicability may not extend e ectively to other aspects of
vehicular data privacy. The speci ¢ requirements and context of truck platooning, char-
acterised by high-frequency, real-time data exchanges within a connected vehicle group,
restrict the broader utility of this solution in general tra c management or individual
vehicle data privacy.

The exploration of blockchain technology for preserving privacy in VANETs has garnered
signi cant research interest. However, issues related to system load, scalability, and spe-
ci ¢ applicability to broader vehicular data scenarios persist. Overall, while signi cant
advancements have been made, there is a clear need for ongoing research to develop com-
prehensive, scalable, and adaptable privacy-preserving solutions in VANETs. Table 2.4
summarises the method, key features, benets and challenges of studies implementing
blockchain technologies in VANETS for privacy preserving.
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Table 2.4: Privacy in Blockchain-Enabled VANETs

Study Method Key Features Bene ts Challenges
Liu et al. | Blockchain- Anonymous an-| Enhances pri-| Implementation
[52] based trust| nouncement pro-| vacy and trust complexity
management | tocol, blockchain
trust
Wang et al. | Hybrid D2D | Group Protects vehicle| Computation
[53] message au: signature-based | privacy, dis- | overhead
thentication algorithm, V2V | guised identities
communication
Zhou et al.| Conditional Signature of | Protects iden-| Sensitive data
[54] privacy- knowledge, tity information, | disclose during
preserving smart contracts | secure commu- uploading
authentica- nication
tion
Lietal. [55] | Trust man- | Certicates for | Ensures location| Minimum vehi-
agement for| Location-Based | privacy cle number re-
vehicular Services, anony- quire
data privacy | mous cloaking
regions
Yeh et al.| Privacy- Blockchain, Ensures data| Robustness, e -
[49] preserving IPFS, 5G, peer-| accessibility, ciency concerns
data  query | to-peer systems | integrity
service
Chen et al.| Deep learning| Encrypted data | Enhances datal Adaptability to
[57] with ho- | computations, privacy VANETs
momorphic deep learning
encryption models
AlMarshoud | Anonymous | Zero-Knowledge | Enhances  pri-| Limited applica-
et al. [59] key exchange Proof of Knowl- | vacy during key | bility
protocol edge, location| exchange
privacy
Huang et al. | ZKP tech- | Zero-Knowledge | Practical for ve- | Limited to vehi-
[60] niques for| Proofs, driving | hicular data pro- | cle insurance
driving  be- | data privacy tection
haviour
Tao et al.| ZKP for ve- | Zero-Knowledge | Maintains data | System load for
[61] hicular data | Proofs, secure privacy ZKP proofs
authenticity data analysis
Lietal. [62] | ZKP with | Aggregated Reduces system Limited to pla-
blockchain ZKPs, optimised | overhead tooning scenar-
for truck | validation i0s
platooning
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2.2.5 Network Sharding

Blockchain technology inherently relies on multiple nodes concurrently processing trans-
actions, and as such, its performance is often constrained by the network scale required to
broadcast and validate messages. As the number of transactions increases, the e ciency
of the blockchain can su er due to the computational and communication overhead in-
volved. To address these scalability issues, sharding has emerged as a promising strategy
for enhancing blockchain performance [63, 64].

Sharding, a concept originally introduced to scale distributed transactions across numer-
ous data centres, has been adapted to improve the e ciency and scalability of blockchain
networks [65]. Sharding involves partitioning the blockchain into smaller, more man-
ageable pieces calledhards Each shard is responsible for processing a subset of trans-
actions, which signi cantly reduces the workload on individual nodes and improves the
overall throughput of the network. One of the pioneering works in this area is by Za-
mani et al. [66], who introduced RapidChain, the rst sharding-based public blockchain
protocol that achieves complete sharding of communication, computation, and storage
overhead. RapidChain's design ensures that each shard can process transactions indepen-
dently, thereby enhancing the scalability and e ciency of the blockchain. The protocol
also incorporates mechanisms to ensure the security and consistency of the distributed
ledger across all shards. Another signi cant contribution to the eld is RepChain [67],
which enhances blockchain scalability through a reputation-based sharding mechanism.
In RepChain, validators are dynamically assigned to shards based on their reliability and
historical behaviour. This approach not only improves the scalability of the blockchain by
distributing the validation workload more e ectively but also enhances the security of the
network by ensuring that only reputable nodes are responsible for transaction validation.

In the context of VANETS, the application of sharding can o er substantial bene ts.
VANETSs are characterised by high mobility and dynamic network topologies, which pose
unique challenges for maintaining the e ciency and reliability of blockchain systems [7].
By implementing sharding, VANETS can achieve more e cient data processing and vali-
dation, as the workload can be distributed across multiple shards, each handling a subset
of the network's transactions.

Building on these foundational ideas, Wang et al. [68] propose an innovative multi-
sharding blockchain protocol, which e ectively minimises communication costs and en-
hances cross-shard transaction e ciency in loV systems, presenting a scalable solution
that maintains robust security without sacri cing performance. Additionally, Gu et al.
[69] address the scalability challenges in 5G vehicular networks through two heuristic
sharding algorithms based on Determinantal Point Processes, which optimise shard size
and distribution, thereby enhancing the stability and e ciency of in-shard communica-
tions and overall network throughput.

Expanding the scope of blockchain applications in vehicular networks, Zhang et al. [70]
present a sharding-enabled vehicular blockchain system designed to address scalability
and trust issues by integrating a reputation-assisted intra-shard and vehicle-assisted inter-
shard consensus mechanism, thereby enhancing both the e ciency and security of data
sharing across dynamically con gured vehicular networks. Building upon previous studies,
Naresh, Allavarpu, and Reddi [40] introduce a blockchain IOTA sharding-based framework
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that signi cantly enhances secure group communication in large VANETS by partitioning
the network into multiple subgroups, thereby reducing the communication and computa-
tional burden while ensuring privacy and security through e ective group key agreement
mechanisms. Amidst the technological advances in Deep Reinforcement Learning (DRL),
Lin et al. [71] advance the scalability and adaptability of blockchain systems within intel-
ligent transportation by introducing a DRL-based adaptive sharding mechanism, which
dynamically optimises shard con gurations and parameters to enhance data interaction
e ciency and reduce communication overhead in vehicular networks.

Expanding blockchain consensus capabilities in the oV, Li et al. [72] develop a Graph-
ical Consensus-based Sharding framework for Blockchain-enabled loV, which utilises a
graphical consensus mechanism within shards to enhance data sharing e ciency and se-
curity, signi cantly improving throughput by adopting state sharding and addressing
shard overheating and failures through innovative backup strategies and node scheduling
techniques. Additionally, by applying ZKP technology in sharding blockchains, Huang et
al. [73] explore the enhancement of secure data sharing in vehicular networks through a
multi-sharding blockchain architecture, demonstrating reductions in communication costs
and improvements in blockchain security, underpinned by an anonymous and auditable
data sharing scheme that leverages ZKP technology to protect vehicle identity privacy
while ensuring data auditability by trusted authorities.

The exploration of sharding techniques in blockchain technology presents a promising
solution to address the scalability and e ciency challenges inherent in VANETS. By
partitioning the blockchain into smaller, manageable shards, the workload on individual
nodes is signi cantly reduced, enhancing overall network throughput. The application of
sharding in VANETSs can substantially bene t data processing and validation, especially
in high mobility and dynamic network environments. Advanced sharding methods, in-
cluding multi-sharding protocols [73], heuristic algorithms [69], and DRL-based adaptive
mechanisms [71], further optimise shard con gurations and improve network stability and
e ciency. Additionally, the integration of ZKP technology within sharded blockchains of-
fers enhanced privacy and security for vehicular data sharing [73]. Table 2.5 summarises
the method, key features, bene ts and challenges of studies implementing blockchain
technologies in VANETSs for network sharding.

2.3 Analysis of Research Gaps

2.3.1 Research Gaps in Scalability of Blockchain-based VANET
Systems

While the application of blockchain technology in VANETs shows signi cant promise,
several limitations must be addressed to realise its full potential. One major limitation

is the reliance on RSUs or cloud servers for deploying blockchain nodes. This reliance
introduces several challenges. First, RSUs and cloud servers can become bottlenecks, lim-
iting the scalability of the network. The deployment and maintenance of RSUs are costly
and require substantial infrastructure investment. Additionally, while decentralisation
reduces the dependence on central authorities, the current implementations still partially
rely on centralised components like RSUs, which can be targets for attacks or failures. The
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Table 2.5: Network Sharding in Blockchain-Enabled VANETS

Study Method Key Features Bene ts Challenges
Wang et al. | Multi- Minimises com-| Scalable, robust| Blockchain po-
[68] sharding munication security tential fork issue
blockchain costs, enhances
protocol cross-shard
transaction e -
ciency
Gu et al. | Heuristic Optimises shard| Enhances  sta-| Validation over-
[69] sharding al-| size and distri-| bility, e ciency, | head in cross-
gorithms bution throughput shard communi-
cation
Zhang et al. | Sharding- Reputation- Enhances ef- Security and
[70] enabled assisted intra-| ciency and | privacy  issues
vehicular shard, vehicle-| security of reputation
blockchain assisted inter- system
shard consensus
Naresh et| IOTA Secure group| Reduces com- Partitioning
al. [40] sharding- communica- munication and | and  subgroup
based frame-| tion, group | computational management
work key agreement| burden overhead
mechanisms
Lin et al. | DRL-based Dynamically Enhances data| E ciency in
[71] adaptive optimises shard| interaction e- | shard validation
sharding con gurations ciency, reduces processes
and parameters | communication
overhead
Lietal. [72] | Graphical utilises graphical| Enhances data Shard overload,
Consensus- | consensus mech- sharing e - | failures
based Shard- anism within | ciency and
ing shards security
Huang et al. | Multi- Anonymous and| Reduces com+ Communication
[73] sharding auditable data | munication overhead in
blockchain sharing, @ ZKP | costs, improves| cross-shard
architecture | technology security transactions
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high computational and storage requirements of blockchain operations are also not easily
met by the resource-constrained nature of vehicular OBUs, necessitating the o oading of
these tasks to more capable RSUs or cloud-based systems. This o oading can introduce
latency and impact real-time decision-making, which is critical for vehicular applications.
Furthermore, integrating blockchain with existing vehicular communication protocols and
ensuring interoperability with other technologies remain signi cant challenges. Address-
ing these limitations is crucial for advancing the deployment of blockchain technology in
VANETSs and achieving a truly decentralised and robust vehicular network.

In the existing literature [20, 21, 22, 24, 28, 29, 32, 34, 37, 35], a shared attribute amongst
the majority of researchers is their preference for deploying blockchain on stable, xed

nodes within the system to ensure trustworthy, decentralised, privacy-protected, and se-

cure aspects of VANETs. Choosing to anchor blockchain on xed nodes simpli es the

process of integrating blockchain technologies into VANETS, primarily because the ex-

isting blockchain protocols and technologies are typically designed for cloud servers or
powerful personal computers. As a result, researchers mainly need to adjust the applica-
tion and consensus layers of the blockchain, enabling it to substitute certain parts of the

VANETS.

However, this strategy also restricts the variety of blockchain-enabled VANET applica-
tions, con ning them mainly to functions like certi cate management [22, 29, 34, 35], rep-
utation or trust management [20, 24, 21], and cloud-based data processing [28, 37]. Con-
sequently, the potential of blockchain technology in VANETs might be underexplored and
underutilised. Such an approach overlooks the potential bene ts of deploying blockchain
directly on mobile nodes, such as vehicles within the network, which may o er advantages
in areas like peer-to-peer transactions, dynamic data sharing, and decentralised control
among the moving vehicles. Thus, this indicates a gap in the current research and points
towards the need for novel strategies for implementing blockchain technology in VANETS
that fully leverage its potential.

While a signi cant proportion of data in a blockchain system is distributed to each node
using an ine cient gossip protocol over its peer-to-peer overlay [74], some research has
explored alternative methods. For instance, a study proposed novel protocols for the
propagation of blockchain data leveraging the transmission capabilities of NDN [17]. They
implemented an NDN-based blockchain on the Ethereum [44] platform, primarily focusing
on the transmission of transactions and blocks. Their experiments revealed that NDN
o ers higher e ciency than Internet Protocol (IP) for blockchain data distribution [75].
However, the experimental conditions were based on traditional, xed-node blockchains
such as servers, and a xed network topology was assumed. These conditions dier
signi cantly from those in VANETs, which feature highly mobile nodes and dynamic
network topologies.

Another study [76] discussed applications of blockchain-based vehicular networks using
NDN as a communication method and evaluated the bene ts of implementing NDN in
these applications. However, the paper only provided an overview of the applications and
lacked a detailed system model design and practical implementation.

Similarly, Rawat et al [1] proposed a concept for designing a V2X system using blockchain
and NDN to maintain privacy and security in V2X communication. They also presented

26



experimental results on the use of clustering technology to reduce communication over-
head. However, the paper only o ered a broad concept of the system without providing
a detailed design, such as how blockchain enables V2X communication and how NDN
communication operates within the system. Furthermore, the study lacked evaluation
results of the system's performance.

Consequently, while these NDN-based proposals show promise, they are still in the early
stages of development. There remains considerable scope for progression in the domains
of system design practicality and multi-faceted simulation outcomes. Speci cally, future
research should focus on developing detailed system models that account for the unique
characteristics of VANETS, such as high mobility and dynamic network topologies. Ad-
ditionally, comprehensive performance evaluations in realistic vehicular environments are
essential to validate the practicality and e ciency of these NDN-based blockchain sys-
tems. Addressing these gaps will signi cantly advance the eld and pave the way for more
robust and e ective blockchain-enabled VANETS.

2.3.2 Privacy Preservation in VANETSs

Upon reviewing existing privacy-preserving related literature, it is evident that the appli-
cation of blockchain technology for preserving vehicular data privacy in tra ¢ condition
analysis has not been extensively explored. While blockchain-based solutions exist for
various use cases in VANETs, many primarily address privacy issues related to authen-
tication, encryption and obfuscation [52, 53, 54, 55, 49, 57]. Lack of comprehensive
mechanisms for protecting vehicular data. Although some schemes focus on preventing
data disclosure, the risk of privacy breaches during the processing of raw data remains a
critical concern.

A promising approach to addressing this issue is implementing ZKP technologies in raw
data processing. Despite discussions on ZKPs in several studies [59, 60, 61, 62], their
speci ¢ application to enhance privacy in vehicular data, particularly for processing large
volumes of data, is underexplored. This indicates a signi cant research gap that needs to
be addressed.

Moreover, the use of machine learning models for data analysis is justi ed by their ability
to detect abnormal patterns and inconsistencies, indicating potential fraud in systems
requiring stringent privacy [77]. These models are invaluable for processing large volumes
of data and adaptively improving over time, which is crucial for maintaining data privacy.
Their adaptability is especially vital in dynamic environments like VANETSs, where ve-
hicular behaviours and tra ¢ conditions continually evolve. This highlights the need for
robust, adaptive privacy-preserving solutions that can e ectively handle the complexities
and scale of vehicular data.

In summary, while existing studies provide a foundation, there remains considerable scope
for advancing blockchain applications in preserving vehicular data privacy, particularly
through the integration of ZKP technologies and adaptive machine learning models. Ad-
dressing these research gaps will signi cantly enhance the security and privacy of vehicular
networks, paving the way for more comprehensive and e ective solutions in VANETS.
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2.3.3 Sharding Technologies in VANETs

The exploration of sharding techniques in blockchain technology presents a promising
solution to address the scalability and e ciency challenges inherent in VANETs. By
partitioning the blockchain into smaller, manageable shards, the workload on individual
nodes is signi cantly reduced, enhancing overall network throughput. Applying sharding
in VANETSs can substantially bene t data processing and validation, especially in high
mobility and dynamic network environments.

Advanced sharding methods, including multi-sharding protocols [73], heuristic algorithms
[69], and DRL-based adaptive mechanisms [71], further optimise shard con gurations and
improve network stability and e ciency. Additionally, the integration of ZKP technology
within sharded blockchains o ers enhanced privacy and security for vehicular data sharing
[73].

Despite the promising advancements, several research gaps remain that need to be ad-
dressed to fully realise the potential of sharding in blockchain-enabled VANETS:

" Eciency in Shard Validation Processes . While sharding reduces the work-
load on individual nodes, the e ciency of shard validation processes must be care-
fully considered. This involves balancing the computational load across nodes and
managing the communication overhead. E cient shard veri cation protocols are
essential to minimise latency and ensure timely consensus.

Communication Overhead in Cross-Shard Transactions . Cross-shard trans-
actions introduce additional communication overhead that can impact network per-
formance. E cient management of inter-shard communication is signi cant for
maintaining high throughput and low latency. Innovative approaches to minimise
communication delays and optimise data exchange between shards are essential for
implementing sharding in VANETS.

Dynamic Adaptation to Network Changes : VANETS are characterised by high
mobility and dynamic network topologies. Sharding mechanisms must be adaptable
to these changes, ensuring that shard con gurations can be dynamically adjusted
in response to network conditions. Research should focus on adaptive sharding
algorithms that can optimise shard compositions and reassign nodes e ciently as
the network evolves.

Collectively, addressing these research gaps is critical for advancing state-of-the-art shard-
ing techniques for blockchain-enabled VANETs. Ensuring that scalability and perfor-
mance bene ts do not come at the cost of increased complexity and resource demands
will be essential for successfully deploying these technologies in real-world ITS.

2.4 Chapter Summary

This chapter has explored the current trends and issues associated with the integration of
blockchain technology into VANETSs. The review highlighted several critical areas where
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blockchain can signi cantly enhance VANET performance, focusing on decentralisation,
security, data integrity, and privacy preservation.

In the decentralisation section, various studies demonstrated how blockchain eliminates
the need for central authorities, thus enhancing the robustness and resilience of VANETS.
However, challenges such as the reliance on RSUs or cloud servers and the high computa-
tional requirements remain signi cant barriers to fully decentralised VANET implemen-
tations.

The security section discussed blockchain's potential to provide tamper-proof, veri able
ledgers that enhance the security of vehicular communications. Various frameworks and
protocols were reviewed, showing how blockchain can mitigate risks posed by malicious
nodes and ensure secure message exchange. Despite these advancements, integrating
blockchain with existing communication protocols and maintaining scalability and e -
ciency are ongoing challenges.

In terms of data integrity, the review covered blockchain-based solutions that ensure
the accuracy and reliability of vehicular data. Techniques such as Merkle hash trees,
smart contracts, and edge computing have been employed to provide real-time alerts for
data tampering. However, the high computational demands and real-time processing
requirements present challenges that need further research.

Privacy preservation remains a signi cant concern in VANETs. While blockchain technol-
ogy o ers promising solutions for protecting vehicular data privacy, the implementation

of ZKPs and other advanced cryptographic techniques is still in its early stages. The po-
tential of these technologies to enhance privacy during raw data processing and large-scale
data analysis is underexplored, indicating a vital area for future research.

The sharding section examined how sharding addresses scalability and e ciency chal-
lenges in blockchain-enabled VANETS by partitioning the blockchain into smaller shards,
reducing the workload on individual nodes and enhancing network throughput. However,
challenges such as e cient shard validation, balancing computational loads, and manag-
ing communication overhead in cross-shard transactions remain. Addressing these issues
is crucial to ensure scalability and performance bene ts without added complexity and
resource demands.

Overall, this chapter underscores the substantial progress made in applying blockchain
technology to VANETs while identifying critical gaps and challenges. Addressing these
research gaps through innovative solutions and practical implementations will be essen-
tial for advancing VANETSs and realising their full potential in intelligent transportation
systems.
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Chapter 3

System Models

This chapter aims to provide a comprehensive description of the tools, methodologies,
and models employed to develop and evaluate the blockchain-based system for VANETS.
The complexity and dynamic nature of VANETS necessitate a detailed and robust system
model to ensure the e ectiveness and reliability of the proposed solutions.

The system model is a critical component of this research as it underpins the simula-
tion and analysis of the proposed architecture's performance under various scenarios. By
leveraging advanced modelling techniques and state-of-the-art tools, capture the intri-
cate interactions between vehicles, infrastructure, and blockchain nodes. This chapter
will delve into the propagation model used to simulate vehicular communications, the
mathematical modelling of delay, and the considerations for scalability and latency.

Furthermore, the simulation setup is outlined, including the parameters and con gurations
used to evaluate the proposed system's performance. This chapter aims to provide a solid
foundation for understanding the operational dynamics of the proposed blockchain-based
VANET architecture, setting the stage for the detailed performance evaluations presented
in subsequent chapters.

3.1 Propagation Models

3.1.1 Multi-Path Propagation

Multi-path propagation occurs when transmitted signals encounter obstacles such as
buildings, vehicles, and other environmental elements, causing the signals to re ect,
di ract, and scatter. As a result, multiple signal paths are created, leading to constructive
and destructive interference at the receiver. This phenomenon signi cantly impacts the
guality of communication, especially in urban and densely populated areas.

3.1.2 Path Loss Model

Path loss represents the reduction in signal strength as the signal propagates through
space. The path loss model used in this study is the Log-distance Path Loss Model, as
shown in Equation 3.1, which is widely applied in vehicular communication studies due to
its simplicity and ability to approximate realistic signal attenuation over varying distances
[78].

30



PL(d)= PL(dy) +10 l0g,4 dg + Xy (3.1)
0
Where:

" PL(d) is the path loss at distanced.
PL(do) is the path loss at a reference distanca.

is the path loss exponent, which characterises the rate at which the path loss
increases with distance.

d is the distance between the transmitter and the receiver.

A

X4 is a Gaussian random variable with zero mean and variancé.

By accurately modelling the signal propagation characteristics in VANETS, the path
loss model ensures a realistic simulation environment, which is crucial for validating the
performance in Chapter 5 and 6.

3.1.3 Implementation in Simulation

The propagation model was implemented in the simulation environment using the OM-
NeT++ and Vehicles in Network Simulation (Veins) frameworks. Veins is an open-source
simulation framework speci cally designed for vehicular network simulation. It integrates
OMNeT++ with SUMO (Simulation of Urban Mobility) to provide realistic vehicular
mobility and communication scenarios, making it particularly suitable for this study [79].
The following steps were taken to integrate the model:

1. De ne the environment : The simulation environment was set up using Open-
StreetMap (OSM) data and Simulation of Urban MObility (SUMO) to create real-
istic urban, suburban and highway scenarios.

2. Con gure propagation parameters : Parameters such as path loss exponent,
reference distance, and shadowing variance were con gured based on empirical data
and literature.

3. Simulate signal propagation : The propagation is simulated in OMNeT++ to
evaluate the impact on communication performance.

By accurately modelling the propagation characteristics of vehicular communications, the
challenges and limitations of VANETs can be better understood, thereby improving the
design and evaluation of the proposed blockchain-based architecture.
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3.2 Performance Analysis Models

Accurate mathematical modelling is essential for analysing the performance of the pro-
posed blockchain-based architecture in VANETS. This section outlines the mathematical
models used for communication and blockchain performance.

3.2.1 Communication Performance

1. Delay Analysis

Delay in VANETSs is a critical performance metric, as timely communication is
essential for applications such as collision avoidance and tra ¢ management. The
total delay D €xperienced by a packet can be decomposed in Equation 3.2 [80]:

Dtotal = Dtransmission + Dpropagation + Dprocessing + uneueing (32)

Where:

" Transmission Delay ( Dyansmission ): The time taken to push all the packet's
bits onto the transmission medium. It is given by:

L
Dtransmission = R (3.3)
wherelL is the packet length in bits andR is the transmission rate in bits per

second.

Propagation Delay ( Dpropagaiion ): The time taken for the signal to travel
from the sender to the receiver. It is given by:

d
Dpropagation = - (3.4)

v
where d is the distance between the sender and the receiver, arndis the
propagation speed of the signal (typically the speed of light).

In this study, only one-way propagation delay is considered, as many blockchain-
based vehicular applications, such as event noti cations and data sharing, rely
primarily on unidirectional communication. These applications typically do not
require an immediate response or acknowledgement from the receiver, which
makes return trip delays less critical for the overall system performance.

Processing Delay ( Dprocessing): This delay depends on the computational
capabilities of the nodes and the complexity of the algorithms; the value can
be evaluated in Equation 3.5.

Dprocessing - DcommProcess + DblockchainProcess (3-5)

Where D commprocess 1S the time taken to process the packet headers and make
routing decisions, andD pjockchainprocess 1S the time taken to process the packet
content that is related to blockchain.
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Figure 3.1:. Successful Mining Ratio (SMR) for each vehicle in the network.

" Queueing Delay ( Dgueueing): The time a packet spends waiting in the queue
before being transmitted. This delay is in uenced by the network tra c load
and the queuing discipline used.

The delay analysis highlights the critical communication latencies in vehicular net-
works, setting the stage for the privacy-preserving mechanisms discussed in Chapter
5.

. Communication Overhead

Communication overhead occurs when multiple vehicles attempt to transmit data
simultaneously within the same communication range, leading to potential interfer-
ence and packet collisions [81]. The probability of communication overheBgerhead
can be estimated using the following model:

N

Tbusy

Poverhead = 1 1 (3.6)

Tframe

Where: Tpysy is the time duration during which the channel is busy.Tiame is the
total frame duration. N is the number of vehicles within the communication range.

3.2.2 Blockchain Performance

Blockchain performance in the context of VANETs can be evaluated based on several
key metrics, including transaction throughput, latency, and consensus e ciency. The
following models are used to analyse blockchain performance.

1. Successful Mining Ratio

The SMR, as de ned in Equation 3.7, is a performance metric speci cally designed
for PoM in Chapter 4. It measures the proportion of successful mining operations
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Figure 3.2: Blockchain chain length growth over time with in uential events.

out of the total attempted mining operations, indicating the in uence of the mining
protocol setting. Figure 3.1 illustrates the SMR for a sample of 30 vehicles in the
network. The average SMR is computed as follows:

X

Z
Pyl

SMRayg = (3.7)

|
t

1
Ny

Z

v
i=1
where:

A

SMR,,4 denotes the average Successful Mining Ratio,
" N! represents the number of successful mining operations of théh vehicle,

" N/ corresponds to the total number of attempted mining operations of thieth
vehicle,

~ N, is the total number of vehicles.

. Chain Length

The total length of the blockchain, quanti ed in blocks, represents the volume of
useful data recorded in the VANET. The chain lengthL cnain can be modelled as a
function of the number of blocks added to the blockchain over time, evaluated in
Chapter 4. This metric re ects the amount of valuable information stored, which
Is signi cant for various VANET applications such as tra ¢ management, route
optimisation, and accident prediction. Figure 3.2 illustrates the growth of the
blockchain's chain lengthL chain (t) over a period of 100 time units, including the
impact of speci c events.

The chain lengthLnain at time t can be expressed as Equation 3.8 shown.
Z t

L chain (t) = Rblocks(t(b dt® (38)
0
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Figure 3.3: Redundant Data Creation in blockchain-based VANET systems.

Where Ryocks 1S the average block addition rate (blocks per unit time), and is the
time period of running time.

. Redundant Data

In blockchain-based VANETS, a signi cant source of redundant data is the reception
of redundant blockchain data by nodes. As Figure 3.3 illustrates, the redundancy
occurs when nodes receive data already present in their local blockchain repositories.
In Step 1, each vehicle starts with its own unique blockchain data. In Step 2, data
exchange occurs as vehicles communicate and share their blockchain information.
However, in Step 3, redundancy arises when Vehicle 4 receives data from Vehicle
3 that it has already acquired indirectly from Vehicle 2. Speci cally, Vehicle 3
previously received the data from Vehicle 2, and when it forwards this data to
Vehicle 4, it results in redundant blockchain entries at Vehicle 4. This scenario
demonstrates how repeated propagation of the same data across multiple vehicles
can lead to ine ciencies in blockchain-based VANET systems.

The average redundant dataD requndant avg fOr €ach vehicle can be quantied as
shown in Equation 3.9:

1 Xy R
D redundant _avg — N_ ij (3.9)
Vi=l j=1

Where N, is the total number of vehiclesN4 is the total number of data packets,
j Is an indicator function that is 1 if the j -th data packet received by the vehicle
I is redundant, and O otherwise.

The redundant data is analysed in Chapter 4 to evaluate the e ciency of consensus
algorithms.
. ZKP Running Time

The ZKP Running Time Tzxp quanti es the duration required to generate and
verify a ZKP, encompassing the computational processing time from the initial
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Figure 3.4: An example of a statistical result on-chain cost (Gas) result on Ethereum
from Etherscan.

generation of the proof to its ultimate validation. It is analysed in Chapter 5 and
expressed in Equation 3.10:

TZKP = Tgeneration + Tverification (310)

Where Tgeneration IS the time taken to generate the ZKP Tyerificaiion 1S the time taken
to verify the ZKP.

5. On-chain Cost

The On-chain Cost metric refers to the resource expenditure associated with blockchain
transactions, particularly those related to the deployment and execution of smart
contracts to verify the ZKPs on the blockchain. This metric is analysed in Chapter

5 and includes the cost of computational resources required to perform these oper-
ations and the transaction fees incurred on the blockchain. Equation 3.11 provides

a calculation of the total cost incurred from blockchain operations. This total cost

is determined by summing the costs of deploying all smart contract€epioy:i) and

the aggregate transaction feesT{ ;) incurred from interactions with these contracts.
Figure 3.4 is an example of a statistical result on-chain cost (Gas) on Ethereum for
one transaction [82].

X X
Coston chain = Cdeploy;i + Ttx;j (3.11)
i=1 j=1

Where N is the total number of smart contracts,M is the total transactions.

6. On-chain Storage Overhead

The On-chain Storage Overhead,,cmead €Valuates the additional storage required
for verifying a set size of vehicular data on-chain in Chapter 5. It is measured in
Equation 3.12:
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Figure 3.5: The percentage of malicious vehicles with the reputation model applied.

e
Soverhead = S (3-12)

i=1

Where: N, is the total number of vehicles,S; is the storage space used by theth
vehicle's data.

7. Reputation Model Performance

The Reputation Model Performance metric evaluates the e cacy of the machine
learning algorithms employed in managing node reputation within the system in
Chapter 5. Figure 3.5 illustrates the ideal percentage of malicious vehicle changes
with the reputation model applied. This includes the ratio of malicious vehicles
Rmalicious » Calculated as Equation 3.13:

N ..
Rmalicious = % (313)
total
Where N maicious 1S the number of malicious vehicleSNa is the total number of
vehicles.

8. Throughput

Blockchain throughput Tinougnput Measures the number of transactions processed
by the blockchain per second in Chapter 6. It plays a critical role in assessing the
scalability of the blockchain system. Higher throughput indicates the blockchain's
ability to process a larger number of transactions, which is essential for real-time
applications in high-density vehicular environments. In this study, throughput is
considered a key metric due to the scalability requirements of VANETS, where vehi-
cles continuously generate high volumes of data that need to be processed e ciently.
The throughput is given in Equation 3.14:
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N transactions
Tihroughput = ———— (3.14)
Thiock

Where Nyansactions 1S the number of transactions included in a blockTy o iS the
block time, the time interval between the generation of successive blocks.

9. Cross-Shard Validation Bandwidth Consumption

Cross-shard validation bandwidth consumptiorBcoss shard Measures the amount of
bandwidth used during the process of validating transactions between two shards in
a sharded blockchain system. This metric is important for understanding the com-
munication overhead involved in maintaining consistency across shards in Chapter
6. The bandwidth consumption can be modelled as Equation 3.15:

X
Beross shard = S (3.15)

i=1

Where N is the number of messages exchanged for the validation processis the
size of thei-th message exchanged during the cross-shard validation.

3.3 Scalability and Robustness Considerations

Scalability and robustness are critical factors in evaluating the performance of the pro-

posed blockchain-based architecture for VANETS. These considerations ensure that the
system can handle varying network sizes and densities while maintaining reliable per-
formance across di erent environments. In this section, the strategies employed to test
scalability and robustness, focusing on simulations conducted in Manhattan, urban, rural,

and highway environments with di erent numbers of vehicles, are outlined.

Scalability refers to the system's ability to maintain performance as the network size and
number of vehicles increase. To evaluate scalability, simulations are taken with varying
numbers of vehicles in di erent environments. The following parameters were considered:

" Road network types : The road networks covered by the VANET, which vary
across di erent environments, including Manhattan, urban, rural, and highway road
networks. The Manhattan road network was chosen for its grid-like structure, which
is common in many modern urban environments, including parts of Ningbo. This
structure allows for the simulation of dense intersections and high vehicle mobility,
making it ideal for studying communication challenges such as frequent handovers,
signal interference, and data congestion, providing a consistent and standardised
benchmark widely used in vehicular network research. Additionally, to ensure the
study re ects the real-world conditions in Ningbo, simulations were complemented
with urban, rural, and highway road network data specic to Ningbo, as derived
from OSM.

Vehicle density : The number of vehicles per unit area, which in uences the com-
munication load and network congestion.
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" Transaction volume : The number of blockchain transactions processed per sim-
ulation period.

The performance metrics, such as transaction throughput, network delay, and successful
mining ratio, were measured and analysed to determine how well the system scales with
increasing network size and vehicle density.

3.4 Simulation Models

3.4.1 Network Models

IEEE 802.11p Model

The network model, foundational to the simulation in Chapter 4, is meticulously de-
signed to mirror the dynamics of a real-world VANET environment, adhering to the
IEEE 802.11p standards [83]. Central to this model is the deployment of OBUs in each
vehicle, facilitating essential message exchanges and enabling a comprehensive network
performance assessment. An NDN component is integrated within the OBUs to augment
data communication capabilities. This component is pivotal in the simulation, as it can

be dynamically adjusted across three operational modes: o, non-Proof-of-Mobility (non-
PoM) assist, and PoM assist, thereby o ering a versatile framework for evaluating the
impact of PoM on network performance.

Each vehicle in the network uses the Carrier-Sense Multiple Access with Collision Avoid
ance (CSMA/CA) protocol for Medium Access Control (MAC), ensuring e cient and
orderly data transmission at a rate of 6 Mbps. The User Datagram Protocol (UDP) is
used as the transport layer protocol, prioritizing simplicity and reducing overhead. De-
spite UDP's inherent lack of data integrity guarantees, the introduction of blockchain
technology within the framework addresses this limitation, ensuring unparalleled data
integrity and security.

The simulation experiments in the IEEE 802.11p model adopt an Line-of-Sight (LOS)
wireless signal propagation model. This model presupposes an unobstructed physical
environment devoid of barriers and minimal ambient interferences. The communication
range is set to 300 meters in urban and rural settings to counteract potential interferences
and manage the challenges of high vehicle density. Conversely, the communication range
extends to 500 meters in highway scenarios, accommodating the reduced obstruction and
lower vehicle density characteristic of such environments.

C-V2X Model

The Long-Term Evolution (LTE) C-V2X model is an integral component of network sim-
ulations in Chapter 5 and 6, designed to enhance vehicular communication using cellular
technology. C-V2X leverages both direct communication (PC5 interface) and network-
based communication (Uu interface) to support various vehicular applications, including
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safety, tra c e ciency, and infotainment.

In the simulation, vehicles equipped with C-V2X modules communicate directly with
each other and with RSUs using the PC5 interface. This direct communication is crucial
for latency-sensitive applications such as collision avoidance and real-time hazard noti ca-
tions. The Uu interface facilitates communication with the cellular network infrastructure,
enabling broader network connectivity and access to cloud-based services.

Key features of the C-V2X model in the simulation include:

~ Direct Communication (PC5 Interface) . Supports direct V2V and V2| com-
munication without relying on cellular network coverage, ensuring low-latency and
high-reliability message exchanges.

Network Communication (Uu Interface) . Utilises existing cellular networks
to provide vehicles with extended range connectivity, supporting applications that
require data from the cloud or remote servers.

Hybrid Communication Mode : Combines PC5 and Uu interfaces to optimise
communication performance, switching between direct and network-based commu-
nication as needed to maintain service quality.

The integration of C-V2X in the network model enhances the overall communication
framework, ensuring that vehicles can e ectively share information and coordinate actions,
thereby improving tra c safety and e ciency.

3.4.2 Trac Models

The trac model is meticulously engineered to generate realistic vehicular movement
patterns and interactions within the VANET, providing a robust foundation for simula-
tions. Utilising diverse urban, rural, and highway maps derived from Ningbo City's road
map, sourced from OpenStreetMap [84] and converted into a simulation-ready net le via
Netconverter in SUMO [85], a comprehensive testing ground is established.

To rigorously evaluate the robustness and adaptability of the proposed VANET blockchain
system, three distinct types of simulation maps are meticulously prepared: urban, rural
(hill), and highway. This strategic selection of diverse environments is designed to com-
prehensively test the system's performance under various real-world conditions. Figures
3.7, 3.8, and 3.9 show the road maps deployed in SUMO for simulations. Additionally,
a Manhattan mobility model (Figure 3.6) is included, with each small block having a
side length of 200 meters to generate a standardised urban grid for assessing vehicu-
lar movement and interactions. The Manhattan map appears blank as it represents an
abstracted road network speci cally designed for controlled simulation purposes. By ex-
cluding environmental details such as buildings or vegetation, this map isolates vehicular
communication dynamics, allowing for a focused evaluation of signal propagation, network
performance, and blockchain-related metrics.

While the Manhattan mobility model serves as a controlled baseline, complementary
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Figure 3.6: The selected simulation map (Manhattan mobility model) in SUMO.

simulations using more realistic environments (Figure 3.7, 3.8, and 3.9) are also conducted.
These realistic maps ensure that the proposed system is tested under both controlled and
practical conditions, thereby providing a comprehensive assessment of its performance
and scalability.

In adherence to local tra ¢ regulations [86] and considering the distinct characteristics of
each road type, maximum speed limits are set at 60 km/h for urban and Manhattan, 40
km/h for rural (hill), and 120 km/h for highway scenarios. This di erentiation ensures
realism and introduces varying dynamics into the simulation, a ecting vehicle behaviour
and network performance. Simulation parameters establish that vehicles can traverse
any point on the map within a maximum duration of 600 seconds, providing a uniform
timeframe to assess the performance and e ectiveness of the blockchain-enabled VANET
across all tested environments.

3.4.3 Dataset

Vehicle movements were simulated with SUMO's RandomTrip tool, con gured to comply
with local tra ¢ laws [86], generating realistic data on speed, tra ¢ density, and route
choices. Essential features of the dataset included vehicle speed and GPS coordinates,
with data points recorded every second to replicate real-world vehicle telemetry accurately.
In the blockchain model, each data entry is considered an individual transaction.
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Figure 3.7: The selected urban map (Ningbo Yinzhou Southern Business District and
Higher Education Zone) in SUMO.

To simulate the data form received by the blockchain after processing by ZKP, the dataset
was modi ed to present blurred data. Furthermore, the dataset categorises vehicles into
three distinct types based on the reliability of their data:

" Completely Honest Vehicles : Consistently upload accurate data.

" On/O Attack Vehicles : Upload mostly truthful data with occasional inaccura-
cies to evade malicious detection mechanisms.

" Normal Attack Vehicles : Often provide signi cantly falsi ed information.
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Figure 3.8: The selected rural map (Ningbo Yinzhou District Longguan Township) in
SUMO.

3.4.4 Threat Model

Data integrity is crucial in the proposed VANET framework, which operates under the
challenges posed by a decentralised and transient network environment. In this con-
text, ensuring that the data exchanged between vehicles remains intact, accurate, and
dependable is fundamental. Blockchain technology plays a pivotal role in underpinning
communication and securing data integrity.

In the threat model, a scenario is simulated to test the robustness of the blockchain against
data tampering:
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Figure 3.9: The selected highway map (Hangzhou Bay Cross-sea Bridge) in SUMO.

Figure 3.10: Vehicle State Transition in Threat Model.

1. Each vehicle is equipped with a blockchain consisting of a uniform chain length of
10 blocks to simulate a standard operational state.

2. Designate 20% of the total vehicles as compromised, altering their blockchain data
within the rst 0-10 seconds of the simulation. This manipulation occurs at the
beginning of the chain, presenting a severe challenge for the threat model. The
choice of 20% re ects a subtle and challenging attack scenario, where the propor-
tion of compromised nodes is signi cant enough to disrupt network operations such
as double-spending or transaction manipulation but remains below the 51% thresh-
old required for a complete takeover of the blockchain. This level of compromise
Is more di cult to detect compared to overt attacks (e.g., 51% attacks) and rep-
resents a realistic and stealthy threat model. Similarly, the 0-10 second timeframe
represents the critical initial period of blockchain synchronisation and propagation,
where tampering poses the greatest risk to the network's stability and integrity.

3. The primary task for each compromised vehicle is to detect the tampered data and
subsequently restore its blockchain's integrity through communication with other
non-compromised vehicles in the network.

Figure 3.10 estimates the vehicle state transition in this threat model. The e ectiveness
of the threat model is assessed by thPata Integrity Recovery Rate (DIRR) (Equation
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3.16), which quanti es the proportion of vehicles that successfully detect tampering and
restore their blockchain data to its correct state. This metric evaluates the resilience of the
system against data corruption and demonstrates the robustness of blockchain technology
in maintaining data integrity amidst potential security threats in Chapter 4.

S
= 0
DIRR T 5oy, | 100% (3.16)

Where T represents the total number of vehicles involved in the simulationS is the
number of vehicles that successfully detected and corrected the tampered data.

3.4.5 Validation Model with Real-World Data

This section presents the validation of the simulation model against real-world data,
a critical step to ensure its applicability and reliability. The predictive accuracy and
external validity of the model are assessed by comparing simulated outcomes with data
derived from a highway in Ningbo. The following segments detail the data selection,
preprocessing, and methodological approach employed for this comparative analysis.

The dataset for validation is sourced from vehicular movements within three distinct areas
along Ningbo highways, comprising 490,512 records collected over 30 minutes. The data
was provided by the Highway Authority, which uses tra ¢ monitoring systems, including
roadside radars and surveillance cameras, to track vehicular movements. This dataset
includes detailed longitudinal and latitudinal coordinates to eight decimal places, vehicle
speeds, timestamps, and lane numbers, providing granular insight into tra c patterns. In
preparation for analysis, the dataset underwent a meticulous cleaning process. Records
depicting vehicles at speeds exceeding 200 km/h, locations more than 3 km away from the
highway, or lane numbers surpassing the actual maximum on the highway were diligently
excised.

To evaluate the accuracy of the simulation model, the Mean Absolute Error (MAE) was
employed as the primary statistical metric. MAE quanti es the average magnitude of
errors between paired observations; speci cally the simulation outputs and corresponding
real-world data points [87]. By comparing the simulation results with those derived using
real-world data as inputs, the MAE provided a clear measure of the model's predictive
accuracy.

This validation process ensures that the simulation model accurately re ects real-world
conditions and can reliably predict vehicular behaviour in similar settings. By integrat-
ing real-world data into the validation framework, the robustness and credibility of the
simulation model are enhanced, paving the way for its application in practical scenarios.
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Table 3.1: Simulation Parameters and Con gurations

Parameter

| Setting

IEEE 802.11p Model Con guration

Routing protocol

Transport layer

MAC type

Physical layer

Data rates

Frequency band

Channel bandwidth

Wireless signal propagation model
Modulation schemes

Guard Interval

Transmitter power

Receiver sensitivity

Noise level

Communication range (urban)
Communication range (rural)
Communication range (highway)

NDN, AODV
UDP
CSMA/CA
OFDM

6 Mbps
5.9 GHz
10 MHz
LOS
QPSK
1.6pus

20 dBm
-82 dBm
-110 dBm
300m
400m
500m

C-V2X Model Con guration

Communication mode
Frequency band

UE transmission power
D2D transmission power
Transport layer protocol
Mode

Path loss exponent
Carrier frequency
Resource allocation type
Feedback type

Feedback Generator type
Downlink RBs

Uplink RBs

Number of Bands
Feedback Delay
Subchannel size

Number of subchannels
Threshold RSSI
Selection Window Starting Subframe

Hybrid
5.9 GHz
23 dBm
23 dBm
UDP
Mode 4
3.0

5.9 GHz
localised
ALLBANDS
IDEAL
51

48

48

10 ms
16

3

-80 dBm
1

Mobility Con guration

Trace generation

SUMO version

Map types

Maximum vehicle speed (urban)
Maximum vehicle speed (rural)
Maximum vehicle speed (highway)

OpenStreetMap

Ver. 1.8.0

Manhattan, Urban, Rural, Highway
60 km/h

40 km/h

120 km/h
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Table 3.1: Simulation Parameters and Con gurations
(continued)

Parameter | Setting
OMNeT++ Con guration
Replications of the same parameters 50
Simulation duration 600s
OMNeT++ version Ver. 5.7
INET Version Ver. 3.8.3
Blockchain Con guration
Mining algorithm PoM, PoW, PoS, PBFT
Block size 4 KB
Designed block time 1000, 2000ms
Solidity version Ver. 0.8.24
Threshold setting in PoM 20, 30
o 05,091
Zero-Knowledge Proof Con guration
Zero-Knowledge Proof scheme zk-SNARK
Average individual proofs in an aggregation 10
Reputation Model Con guration
Evaluation time interval \ 2 minutes

3.5 Simulation Parameters and Con gurations

The simulation parameters and con gurations used in this thesis are comprehensively
detailed in Table 3.1. This table outlines the key settings and con gurations employed
across various aspects of the IEEE 802.11p model, C-V2X model, mobility, OMNeT++,
blockchain, ZKP, and reputation model con gurations. The IEEE 802.11p model adheres
to standard protocols, utilising NDN and Ad hoc On-Demand Distance Vector Routing
(AODV) for routing and UDP for the transport layer, with CSMA/CA as the MAC type.

The communication range varies by environment: 300 meters for urban, 400 meters for
rural, and 500 meters for highway settings supporting a vehicle count ranging from 30 to
150.

The C-V2X model con guration incorporates a hybrid communication mode, leveraging
direct and network-based interactions within the 5.9 GHz frequency band. The UE trans-
mission power is set at 23 dBm, and UDP is used as the transport layer protocol. This
con guration includes Mode 4 for operation and speci es latency requirements that vary
by message type, ensuring adaptability and performance in di erent scenarios.

For mobility con guration, trace generation is based on OpenStreetMap data, and sim-

ulations are executed using SUMO version 1.8.0. The map types include Manhattan,
urban, rural, and highway, with maximum vehicle speeds set to 60 km/h, 40 km/h, and

120 km/h, respectively, for these environments.

OMNeT++ is used for network simulation, with version 5.7 speci ed, running each pa-
rameter set for 600 seconds. Statistical power analysis [88] is a method used to determine
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the number of experiments required. It utilises the population's standard deviation from
a group of trials to ascertain the necessary number of repetitions to achieve a speci ed
level of con dence. By examining the outcomes from a preliminary set of 10 trials, it is
advised to conduct a minimum of 50 trials to attain a 90% con dence interval for the
entire set of experiments.

The blockchain con guration includes various mining algorithms (PoM, PoW, PoS, Prac-

tical Byzantine Fault Tolerance (PBFT)), a block size of 4 KB, and block times designed

at 1000 and 2000 milliseconds. Solidity version 0.8.24 is used for smart contract imple-

mentation. PoM settings include threshold values of 20 and 30, and the PoM parameters
, ,and are setto 0.5, 0.9, and 1, respectively.

The zero-knowledge proof con guration employs Zero-Knowledge Succinct Non-Interactive
Argument of Knowledge (zk-SNARK), with an average of ten individual proofs aggregated
per proof set, enhancing privacy and security.

Lastly, the reputation model con guration involves an evaluation time interval of 2 min-
utes to dynamically assess and update the trustworthiness of nodes within the network.

Together, these con gurations ensure a robust and realistic simulation environment for

evaluating the proposed blockchain-based VANET architecture. They address various
operational and environmental factors to assess performance and reliability comprehen-
sively.

3.6 Chapter Summary

This chapter detailed the system model employed to evaluate the proposed blockchain-
based architecture for VANETSs. It commenced with an overview of the network model,
incorporating both IEEE 802.11p and C-V2X con gurations to simulate realistic vehicu-
lar communication scenarios. Advanced tools and methodologies, including OMNeT++,
SUMO, and OpenStreetMap, were utilised to model the dynamic and complex environ-
ment of VANETSs accurately.

The propagation model section provided insights into how signal propagation was simu-
lated, accounting for factors such as path loss, shadowing, and fading, which are critical for
realistic communication performance assessment. A comprehensive mathematical model
was presented to analyze various performance metrics. These include delay, communi-
cation overlap, and blockchain performance metrics like the Successful Mining Ratio,
redundant data, ZKP running time, on-chain cost, on-chain storage overhead, reputation
model performance, and communication e ciency.

Scalability and robustness considerations were addressed by testing the system in diverse
environments|Manhattan, urban, rural, and highway|each with varying numbers of
vehicles. This approach ensured a thorough evaluation of the system's ability to handle
di erent network sizes and densities while maintaining reliable performance under various
real-world conditions.

The chapter concluded with the validation model using real-world data, which is essential
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for ensuring the applicability and reliability of the simulation model. By comparing
simulated outcomes with data derived from a highway in Ningbo and employing the
MAE as a primary metric, the validation process demonstrated the predictive accuracy
and external validity of the model.

Detailed simulation parameters and con gurations were provided in Table 3.1. These
con gurations were designed to create a robust and realistic simulation environment,
enabling comprehensive performance evaluations of the proposed VANET architecture.

Overall, this chapter laid the groundwork for the subsequent performance evaluations
and analyses presented in the following chapters, ensuring that the system model is well-
de ned, accurately simulated, and thoroughly prepared for rigorous testing.
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Chapter 4

Named Data Networking Based Proof
of Mobility Blockchain in VANETS

4.1 Introduction

This chapter introduces a proposed system intended to enhance V2V communication
through an innovative combination of technologies: NDN, blockchain, and PoM. This
fusion o ers solutions to prevalent issues in VANETSs while reinforcing data immutability,
integrity, traceability, and decentralisation.

At the heart of this novel system is the concept of treating each vehicle as a blockchain
node, actively engaged in sharing data with other vehicles (nodes) that exhibit similar
interests. While this approach lends itself to greater decentralisation and data integrity, it
has potential drawbacks. Notably, the storage volume, communication requirements and
computational load for each vehicle could become substantial, given the considerable size
of a complete blockchain ledger and the resource-intensive nature of typical blockchain
operations.

To address these challenges, the proposed system introduces a unique V2V data-sharing
strategy. In this strategy, valuable data, such as tra c information and driving plans,

are logged onto the blockchain and disseminated through NDN. Instead of requiring each
vehicle to maintain and process the entire blockchain, data is shared and accessed as
needed, allowing for more e cient use of each vehicle's resources.

Additionally, a novel vehicle clustering mechanism is proposed to optimise communication
and facilitate e cient blockchain maintenance. Based on vehicle mobility patterns, this
mechanism reduces unnecessary data exchanges and streamlines the mining process. The
system ensures that only relevant data is shared amongst vehicles within the same cluster
through strategic grouping, thereby enhancing overall system performance and scalability.

Further enhancing the e ciency of the system is the implementation of the PoM algo-
rithm in blockchain mining. Traditional blockchain operations, notably those employing

the POW consensus mechanism, are notoriously resource-intensive [33]. These conven-
tional systems demand computational power to solve complex mathematical problems,
leading to substantial energy consumption|a factor unsuitable for vehicular networks
where computational resources are limited.

In contrast, PoM, as an alternative consensus mechanism, leverages the mobility patterns
of vehicles, such as their speed and direction, rather than relying on intensive compu-
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tational tasks. By granting mining rights to clusters of vehicles with similar mobility
patterns, PoM reduces the computational burden on individual vehicles. This is because
the mining process is now distributed amongst vehicles within the same cluster, negating
the need for every vehicle to participate in the mining process. The introduction of PoM
ensures e cient mining of new blocks and fosters an energy-e cient and sustainable en-
vironment for vehicular networks. This, in turn, extends the life of vehicular equipment
and enhances the overall performance and sustainability of the system.

The proposed system is underpinned by four interconnected elements, each ful lling a
speci c role:

Vehicles: Acting as both data generators and nodes in the blockchain network, ve-
hicles contribute key data to the blockchain while verifying, validating, and sharing
updates to maintain a synchronised ledger.

NDN: NDN o ers a secure and e cient communication mechanism for blockchain
data sharing. Implementing a content-centric approach negates the need for explicit
node identi cation and allows data to be sourced from the nearest available node.

Blockchain: As a secure and tamper-proof storage solution, the blockchain pro-
vides a decentralised and traceable method for recording, verifying, and sharing
valuable data within VANETS.

PoM: PoM facilitates the mining of data within the blockchain and the clustering
of vehicles based on movement patterns, leading to reduced communication costs
and enhanced scalability.

In the following sections, the respective roles and interactions of these elements will be
explored in greater depth, highlighting their combined e cacy in bolstering the integrity
of V2V communication systems.

4.2 Concept of Proof-of-Mobility (PoM)

PoM is an algorithm that leverages the mobility data of nodes to enable clustering and
acts as a consensus mechanism for blockchain within this system. Unlike PoW and PoS
protocols [89], POM requires a node to demonstrate physical mobility patterns similar to
other nodes to join a cluster and mine new blocks into the blockchain. Table 4.1 provides
the notation description used in this chapter.

4.2.1 Proof Generation and Veri cation

Within the PoM framework, node reliability and movement similarity are assessed through
the Mobility Trust Score (MTS), as de ned in Equation 4.3. The MTS measures the mo-
bility di erences between consumer and producer nodes using a reciprocal transformation
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Table 4.1: Notation setting
Variable Description
Ve Veri ed blockchain contribution
MTS Mobility Trust Score
- Constant values
N verified Number of blocks successfully veri ed

Teoef Trust coe cient
1 Security parameter
M, Mobility of node n

. Public key of noden

. Private key of noden
h; h° Hash values

Digital signature

BC Blockchain instance
B New block to be added
T PoM threshold

of the Euclidean distance, incorporating their velocities along the X and Y axes. This ap-
proach captures the magnitude and direction of mobility vectors and e ectively identi es
movement patterns and clustering typical in vehicular networks.

Ve = min( Nverified *1; 100) (4-1)
Teoef =1+ IOg(l + Vc); (4-2)
I
1
MTS= p Teoer : (4.3)

(Cx Px)2+(Cy Piy)2+

Equation 4.1 de nesV,, which represents the veri ed blockchain contributions by nodes.
It is used as an input to the trust coe cient formula (Tceet). Nveritiea represents the
number of blocks successfully veried by other nodes. Equation 4.2 de nes the trust
coe cient ( Teoef ), Which adjusts the MTS based on blockchain contributions and ensures
a robust evaluation of nodal relationships. Modifying the Euclidean distance ensures that
a higher MTS indicates a closer and more reliable nodal relationship, consistent with
blockchain principles of trust and veri cation. Including a small constant, , prevents
division by zero, facilitating a balanced and meaningful interpretation of the MTS.

Mobility information plays a crucial role in the PoM process. To ensure the integrity and
authenticity of this information, vehicles must use digital signatures on the mobility data
before transmission. Recipients can then verify these signatures through the following
steps:

1. KeyGen (1 ) ! ( .): The KeyGen operation is initiated by the vehicle or

n?
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Algorithm 4.1  Add a new block using Proof-of-Mobility algorithm.
1. Inputs: MTS; ;T,; BC.
2: Output: BC.
3: Proof GenProofMTS; ) . Generate proof based on MTS and digital signature

4: if Proof>T then . Check if the proof exceeds the threshold T.
5: B:PrevHash BC:LastBlock.Hash . Link to previous block's hash.
6: B:Threshold T . Set the threshold in the new block.
7 B:MinerMobility M, . Record the mobility of the miner.
8: B:MinerPubKey . . Store miner's public key.
9: B:Hash hash(B) . Compute hash of the new block.
10: B:Signature  Sign(B:data; ) . Sign the new block data.
11 BC BC[ B . Append the new block to the blockchain.
12: else

13: reject Proof . Reject the block creation if proof is insu cient.
14: end if

entity, taking a security parameter 1 as input. It employs a cryptographic algo-
rithm to generate a pair of keys: a private key  for the signing process and a
corresponding public key  for the veri cation process. These keys are gener-
ated in such a way that they are mathematically linked, yet it is computationally
infeasible to derive the private key from the public key.

2. HashGen (MTS) ! h: This operation computes the hash of the mobility infor-
mation MTS using the SHA-256 cryptographic hash function. The hash function,
denoted adH (), transforms the variable-length mobility information into a xed-size
hash valueh:

h = HashGen(MTS) = SHA-256(MTS) (4.4)

3. Sign( ,;h)! : With the private key  and the hashh of the mobility infor-
mation, the digital signature is generated using a signing algorithm Sign():

=Sign( ,:h) (4.5)

4. ProofGen (MTS; ) ! Proof: The vehicle transforms the MTS and the digital
signature into a veri able Proof. This Proof encapsulates both the MTS and
in a format that can be securely transmitted to and authenticated by the intended
recipient.

5. Verify ( ;;h;h 9 1 VerifyRes: Upon receipt, the recipient veri es the digital

ny

signature by the sender's public key . This involves recalculating the hash? of
the received mobility information MT S° (Equation 4.6) and comparing it against
the veri cation result V erifyRes using Verify():

h°= HashGen(MTS9 = SHA-256(M T S9 (4.6)

V erifyRes = Verify( .; ;h;h 9 (4.7
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4.2.2 PoM in Block Mining

Algorithm 4.1 outlines the procedure that a consumer node follows to add a new block
to the blockchain using the PoM mechanism. In this process, the new bloBkincludes
mobility data from the producer node.

Initially, the consumer node calculates the Proof, as detailed in subsection 4.2.1, quanti-
fying the mobility di erence and the node's contribution level.

To evaluate whether this mobility di erence is signi cant, a prede ned thresholdT is
applied. Similar to the di culty factor in the PoW algorithm, T functions as a measure
of e ort. In PoM, T is dynamically adjusted based on network mobility patterns, ensuring
the blockchain adapts to varying levels of mobility activity. This adjustment maintains
a consistent rate of block addition while ensuring that only signi cant mobility data
contributes to the blockchain. If the Proof exceeds the threshold (Proof T), a new
valid block can be created.

Finally, after these operations, the new bloclB is integrated into the existing blockchain
BC. The consumer node discards any blocks with an MTS value below the threshold,
highlighting the algorithm's ability to add blocks that meet the mobility criteria selec-
tively.

4.2.3 PoM in Clustering

One application of PoM in the proposed system facilitates vehicle clustering based on
mobility. This procedure unfolds in several steps: initially, a node computes the MTS
based on its mobility di erence from a cluster member to generate a proof. If this proof

Is above the pre-set system threshold, the node is allowed to join the cluster. If it does
not meet the threshold, the node must explore other clusters, repeating the comparison
process. If the node nds no suitable cluster to join, it establishes a new cluster and
self-assigns as the cluster head. Upon securing membership in a cluster, the node updates
its proof while sharing packets with other cluster nodes. If the proof again falls below
the threshold, the node leaves the cluster and initiates a fresh round of cluster search.
Algorithm 4.2 describes the pseudo-code of the clustering algorithm using PoM.

Implementing PoM in clustering groups nodes with similar mobility features into uni ed
clusters, typically characterised by multiple requests for information sharing. As a result,
several blockchains are established within the VANET in the proposed system, with each
cluster independently maintaining its own blockchain. This design aims to streamline the
handling of extensive blockchain data for nodes, promote more e cient inter-node com-
munication, enhance overall system scalability, and ensure e cient blockchain operations
on the vehicle side.
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Algorithm 4.2  Clustering algorithm using Proof-of-Mobility.

1. Inputs:

2: V1 . The node whose cluster a liation is being determined.
3T . Threshold value for proof validation.
4: Output:

5. Updated cluster a liations for V1.

6: while V1.CF == false do . Node V1 does not belong to any cluster.
7 if Timer(Timestamp) == true then

8: Proof  GenProof(V1.MTS;V1 ) . Generete proof.
9: if Proof > Threshold then

10: Add V1 to the cluster

11: V1.CF true

12: else

13: Create a new cluster withV 1 as the only member

14: V1.CF true

15: end if

16: end if

17: end while

18: while V1.CF ==true do . Node V1 belongs to a cluster.
19: if Timer(Timestamp) == true then

20: Proof  GenProof( :MTS;V1 )

21: if Proof > Threshold then

22: V1 stays in the cluster

23: else

24: V1 leaves the cluster

25: V1.CF false

26: end if

27: end if

28: end while

4.3 NDN-enabled blockchain in VANETS

In this system, blockchain technology is seamlessly integrated with NDN to secure and
optimise data transmission within the blockchain network. This fusion facilitates greater
scalability, rapid data transfer, and enhanced security for blockchain data exchange.
Nodes seek blockchain data by dispatching an Interest packet, bearing the name of the
desired data, to other nodes. The node nearest to the requested data responds with a
Data packet containing the requested information, also referred to as a block packet in
this context.

4.3.1 Blockchain in the System

In the proposed system, blockchain technology serves crucial roles, acting as the backbone
of data integrity, transparency, and reliability. At its core, the blockchain provides a
decentralised and tamper-resistant ledger system, recording all exchanges of data between
vehicles in an immutable manner. This immutability ensures that once data is recorded
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Figure 4.1. Model of block packet.

onto the blockchain, it cannot be altered retroactively, thus promoting data integrity.

Model of Blocks

The implementation of blockchain technology in the system is facilitated through the
establishment and interaction of three distinct types of block packets: unmined blocks,
mined blocks, and subsets of the blockchain, each of which is comprehensively depicted
in Figure 4.1.

At the initial stage, what are identi ed as unmined blocks are found. These blocks embody

data that are generated by the respective nodes in the system, however, they have not
yet undergone the integration process into the blockchain. Consequently, both the block
hash and the previous block hash values within these unmined blocks remain in a state
of nullity, awaiting the subsequent processing stage.

The next stage involves the creation of the mined blocks. The data contained in these
blocks have been subjected to rigorous authentication procedures by the system's miners,
thereby ensuring their validity. Subsequent to this validation, the data are successfully
incorporated into the blockchain, e ectively transitioning the block's status from unmined

to mined. As part of this transition, the hash value of the block's immediate predecessor
is meticulously recorded in its block header, thus creating a cohesive chain of data blocks.
This feature, in turn, accentuates one of the key advantages of blockchain technology:
once the data block is appended to the blockchain, the integrity of the contained data is
preserved through its unalterability.

Lastly, the system incorporates the utilisation of blockchain subsets. These subsets are
essentially fragments of the blockchain, each of which houses a specic data set. The
purpose behind the establishment of these subsets is to simplify the process of accessing or
sharing speci c data. Rather than having to traverse the entire breadth of the blockchain,
users or system components can target the relevant subset, thereby promoting a more
e cient and streamlined interaction with the data.
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Through the combination of these three block packet types, the system is able to capitalise
on the inherent strengths of blockchain technology, facilitating both the secure and e cient
management of data within its remit.

Blockchain Deployment

In the proposed system, the blockchain is deployed directly onto the vehicles, thus repre-
senting a departure from conventional architectures where blockchain nodes are usually
situated in static locations. This innovative approach leverages the capabilities of OBUs

and system-on-chip technology equipped in modern vehicles to facilitate direct blockchain
operation. The vehicle itself becomes a mobile node, hosting a part of the blockchain and
engaging in data validation and mining activities.

Embedding the blockchain within the vehicle introduces several key advantages. Firstly,
it reduces the latency associated with communicating with blockchain nodes located re-
motely. With the blockchain situated within the vehicle, data received by the vehicle can
be directly added to its blockchain, circumventing the need for data to be transmitted
over potentially unstable networks for immutable storage. This direct communication
between data receivers and the blockchain contributes to more e cient and faster data
recording.

Secondly, hosting the blockchain on vehicles enhances data security during transmission.
In traditional systems, data needs to be sent across networks to reach the blockchain
node, during which it could potentially be intercepted or manipulated. By contrast,

in the proposed system, data is directly integrated into the blockchain at the point of
the vehicle receiving and utilising, reducing the window of opportunity for malicious
tampering during transmission.

Lastly, the direct deployment of blockchain onto vehicles supports real-time data valida-
tion and mining. By harnessing the computational power and mobility information of
vehicles, blockchain transactions can be veri ed and new blocks can be mined directly
using PoM within the vehicle, thereby improving overall system e ciency and respon-
siveness. As a result, vehicles in the network have immediate access to the most recent,
validated data, fostering enhanced situational awareness and timely decision-making in
VANETS.

4.3.2 Blockchain-Enabled Data Integrity Validation in Vehicle-
to-Vehicle Communications

The application of V2V communication within VANETSs may sometimes encounter incom-
plete data receipt, largely due to in uencing factors such as network latency and packet
loss. The system proposed herein enables vehicles to harness the integrity veri cation
capability intrinsic to blockchain technology, thus providing a mechanism to validate the
comprehensive transmission of block data and ensure its unaltered state.
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Concept of Data Integrity Validation

Data integrity validation is a process that veri es whether the data received by a system
or device are complete and unaltered. In the context of V2V communication within
VANETS, the proposed system allows for each block of data to incorporate a unique hash
of its content (for instance, tra c information, vehicle mobility), as well as the hash of
the preceding block, thereby forming a cohesive blockchain. This inherent property of the
blockchain facilitates the vehicles in verifying the completeness and integrity of received
block data, thereby ensuring that the data remains untampered during transmission.

Procedure for Blockchain-Enabled Validation

When the vehicles face issues such as network latency and packet loss, the following
strategic procedure can be employed to ensure data integrity validation:

Data Reception: The receiver gets part of the block data and stores it temporarily.
It waits for the remaining block data to arrive.

Data Completion:  Once the remaining block data is received, the receiver appends
it to the temporarily stored data to form the complete block data.

In Block Data Veri cation: The receiver calculates the hash of the block data
using the Merkle tree and compares it to the Merkle root in the block header.

SHA256(T) = merkle_root (4.8)

If the calculated hash matches the Merkle root, the block's transactions are consid-
ered complete and untampered.

Chain Veri cation: The receiver also veri es the link to the previous block by
comparing the previous block's hash stored in the current block with the hash of
the actual previous block:

SHA256(previous_block = prev_hash (4.9)

If the calculated hash matches the stored previous block's hash, the link to the
previous block is considered valid.

Expected Outcomes and Bene ts

The successful integration of blockchain technology in V2V communications is anticipated
to enhance the reliability and security of data transmissions within VANETs. By enabling

vehicles to validate the integrity of received data, the system helps to ensure that the
transmitted information remains complete and unaltered. This, in turn, can enhance
the overall e ectiveness of VANET applications, such as tra c management, accident

avoidance, and vehicular mobility, by ensuring that vehicles can trust the data they
receive.
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Figure 4.2: Packet processing in an NDN node.

Figure 4.3: Proposed NDN enabled blockchain.

Furthermore, the proposed data validation procedure provides an e ective solution to
the problems caused by network latency and packet loss. By temporarily storing partial
block data and completing it when the rest of the data arrives, the system ensures that no
data are lost during transmission, enhancing the overall reliability of V2V communication
within VANETS. Thus, the successful application of blockchain technology in this context
0 ers promising outcomes, further endorsing the merits of this versatile technology.

4.3.3 NDN in the System

In Figure 4.2, the foundational mechanism of packet processing within the NDN frame-
work is elucidated. The system proposed herein incorporates this sophisticated method-
ology, ingeniously fusing it with the robust principles of blockchain technology. A further
layer of complexity is added in Figure 4.3, where a detailed exposition is provided on the
modus operandi of a node (in this case, a vehicle) that utilises NDN to disseminate and
receive blockchain data.
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The node retains and utilises several fundamental NDN components, including the Con-
tent Store (CS), Pending Interest Table (PIT), Forwarding Information Base (FIB), and

another instance of FIB for the pro cient processing of NDN packets. These components
serve as the backbone of the system, ensuring e cient packet routing and data retrieval.

In a bid to optimise the system's functioning within a blockchain environment, modi ca-
tions have been undertaken to the aforementioned components, particularly the CS. Here,
the CS has been substantially enhanced to facilitate the storage of not only the regular
blockchain data but also unmined blocks, thereby broadening its storage capabilities and
enabling seamless interaction with the blockchain framework.

Another noteworthy adaptation involves the use of the PoM algorithm. This novel ap-
proach is invoked at the initial stages of Interest packet processing, serving a dual purpose.
Firstly, it enables the establishment of node clustering within the system, contributing
to e cient data dissemination and retrieval. Secondly, when the data type in question
pertains to an unmined block, the PoM is utilised by the node to perform the task of
mining this block into the blockchain.

Through these adaptations, the proposed system seeks to leverage the bene ts of NDN,
integrating it with the principles of blockchain technology to o er a robust and e cient
system for data sharing and receipt amongst nodes.

4.3.4 Encouragement Mechanism

Consider potential cheating scenarios to bolster the PoM algorithm's robustness. In PoM,
proof generation relies on node mobility data from the node's OBUs, making fraudu-
lent manipulation di cult without physical tampering, which increases the cheating cost.
Moreover, PoOM aims to facilitate vehicle clustering to enhance VANET communication
e ciency. Providing false mobility data undermines this goal and reduces the node's
communication e ectiveness.

Additionally, PoM does not o er economic incentives, so nodes are not motivated to cheat
for nancial gain. Even if a node ignores the costs and attempts to cheat, NDN is used
in the blockchain network for communication. This ensures data sharing is content-based
and authenticated by the packet sender's signature, thus enabling e cient and secure
blockchain communication.

4.4 Security Analysis

4.4.1 Data Integrity in VANETs

The assurance of data integrity in V2V communication within VANETSs is crucial due to
the decentralised and dynamic nature of the network. Blockchain technology is utilised to
verify data integrity, ensuring both completeness and authenticity of data transmission.

De nition 4.1  (Blockchain Structure). A blockchain is a sequentially linked list of blocks
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" C; - Data content of the block.
" H; - Cryptographic hash ofC;.

A

H; 1 - Hash of the previous blocB; ;.

The blockchain relies on cryptographic techniques to ensure that any alteration of block
data is detectable.

Theorem 4.1 (Integrity Veri cation) . For a blockchain consisting oh blocks, the data
integrity from the genesis blociB; to blockB, is preserved if and only if:

8i 2f2;:::;ng; SHA256H; :kC;j) = H; (4.10)

wherek denotes the concatenation operation.

Proof. For B,, the genesis block, integrity is assumed as it initialises the chain.

Assume that forBy (where 1< k < n ), the hashHy is valid i.e., SHA256H, :kCy) = Hy.
Demonstrate that SHA256HkCy+1) = Hy+1 holds for By.; .

By the integrity of By and the cryptographic hash property (collision resistance and
preimage resistance), tampering witlCy, or Hy ; would invalidate Hy. Therefore, Hy.1
must correctly compute fromHy and Cy.; for the chain to remain valid.

This establishes that the integrity of the entire chain fromB; to B,, is maintained if each
block individually satis es the hash linkage and content integrity. ]

Corollary 4.1. Modi cation of any block's contentC; in the chain requires recomputation

cryptographic properties of the hash function used.

4.4.2 Decentralisation

PoM is designed to leverage the mobility of nodes as a basis for creating and validating
transactions or data in decentralised networks such as VANETs. The PoM mechanism
enables a distributed ledger technology that does not rely on a central authority to validate
transactions but instead uses the mobility patterns of the nodes.

Theorem 4.2 (Decentralisation of PoM). The PoM mechanism is decentralised if every
participating node independently contributes to the mobility veri cation process without
relying on a centralised control entity.

Proof. Consider a VANET where each nodé&l; independently records its movement data
and generates proofs. The following points establish decentralisation:

" Independent Operation: Each nodeN; operates independently to record its
mobility data and generate movement proofs. No central repository or controller is
managing this process.
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" Mutual Veri cation: Nodes verify each other's mobility proofs based on overlap-
ping data or shared pathways without a centralised veri er. This mutual veri cation
is integral to the blockchain protocol, where each new block (containing mobility
data and transactions) must be validated by multiple nodes.

Distributed Ledger: The blockchain ledger containing all mobility proofs and
transactions is maintained by all nodes collectively, each storing and updating a
copy of the ledger independently.

Therefore, by the nature of its operation, the PoM mechanism inherently supports a
decentralised structure where control or validation is not centralised but distributed across
all nodes. O

Corollary 4.2. In a PoM-based blockchain, the integrity and validity of the data depend
on the collective, decentralised participation of all nodes, making it robust against single
points of failure and central points of control.

4.4.3 Encourage Mechanism and Dishonest Prevention

The robustness of the PoM algorithm is enhanced by making fraudulent manipulation
of mobility data costly and ine ective. Proof generation in PoM relies on node mobility
data from the OBUs, making data falsi cation di cult without physical tampering, which
Incurs a signi cant cost.

PoM is designed to enhance vehicle clustering and communication e ciency in VANETS.
Providing false mobility data contradicts this purpose and reduces a hode's communication
e ciency.

De nition 4.2  (Communication E ciency) . Let Ecomm represent the communication ef-
ciency, Enax IS the maximum communication e ciency, is a proportionality constant,
and fse IS the amount of false data.

Corollary 4.3. As the amount of false data¢,se iNcCreases, the communication e ciency
E.omm decreases.

Proof. Given the de nition of communication e ciency:

Emax
E = — 4.11
comm l + false ( )
as fase @pproaches innity, Ecomm approaches zero. This inverse relationship ensures
that the more a node cheats by providing false data, the less e cient its communication
becomes, thereby disincentivizing dishonest behaviour. ]

Additionally, since PoM o ers no nancial incentives, nodes have no economic motiva-
tion to cheat. Even if a node attempts to cheat, NDN ensures that data sharing is
content-based and authenticated by the sender's signature, maintaining secure blockchain
communication.
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Figure 4.4. Working Scenario of V2V data sharing using the proposed framework.

This cost structure and lack of nancial incentives make cheating both costly and coun-
terproductive, thus reinforcing the integrity of the PoM algorithm.

4.5 System Working Scenario

Figure 4.4 depicts the V2V data sharing scenario within the proposed framework, high-
lighting the interactions among various components. This scenario is set within a typical
VANET, characterised by the formation of vehicle clusters. These clusters are composed
of vehicles that exhibit similar mobility patterns and are organised using the PoM al-
gorithm. Within each cluster, vehicles share and maintain the same blockchain ledger.
This cluster-based blockchain approach enables e cient data management and enhances
scalability by reducing the range of broadcasted transactions, thus saving on network
bandwidth and storage.

In the cluster, each vehicle, treated as a node, generates data blocks from its own resources.
These blocks, initially incomplete due to unpopulated headers, lack integration within
the blockchain, essentially existing in isolation within the generating node. This scenario
changes when nodes require external data not presently stored within the blockchain.
Utilising NDN in conjunction with PoM, nodes can request the needed data e ciently,
and mine the data in the blockchain:

1. A node uses the PoM algorithm to process its mobility information and integrate it
in an Interest packet, then sends the packet to other vehicles.

2. Upon receiving a data request, the node possessing the requested data processes
the interest packet through NDN and validates the request using PoM. Successful
validation leads to the transmission of a data packet back to the requesting node.
The data packet contains a block and the PoM information of both the requesting
and responding nodes.
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3. This block, once received, undergoes veri cation by the requesting node before its
integration into the blockchain, ensuring data integrity and consistency across the
network. Finally, this block is regarded as a new block and added to the blockchain.

The integration of PoM plays a pivotal role in this scenario, facilitating the validation
process and optimising the communication and data exchange protocols. By grouping
vehicles based on mobility, the system e ectively lowers redundant data. It enhances
scalability, ensuring that the blockchain remains up-to-date and re ects the latest data
exchanges within the network.

4.6 Implementation and Simulation

This section aims to evaluate the proposed system's e cacy rigorously. It focuses on
measuring key performance indicators, such as the redundant data, which considers the
amount of additional data tra c introduced by the system. Scalability is also a primary
concern, as is assessing how well the framework can handle increasing numbers of vehicles
and data transactions. Additionally, robustness is scrutinised to determine the system's
resilience against network disruptions and malicious attacks. This simulation aims to
showcase the framework's capabilities in a controlled environment, providing valuable
insights into its potential real-world application and performance.

The primary simulation tool employed is OMNeT++, an event-driven network simulator
renowned for its e ectiveness in network research. In conjunction with this, additional
libraries are utilised, including the Veins library [79] and the INET framework [90], which
are instrumental in integrating realistic vehicular tra ¢ and communication models into
the simulation (detailed in Appendix B). For the generation of tra ¢ information and node
mobility, the SUMO [85] is employed (detailed in Section 3.4.2). Table 3.1 summarises
the parameters used in the simulation.

All simulation experiments utilise a LOS wireless signal propagation model, which as-
sumes in the physical layer, there are no physical obstacles (e.g., trees, mountains, and
buildings) and ambient factors (e.g., noise and weather). Based on the LOS model, the
communication range for vehicles is set at 300 meters in urban environments to mitigate
interference from dense obstructions and manage high vehicle density. In rural environ-
ments, where obstructions are fewer, the range is extended to 400 meters to accommodate
broader distances between vehicles. Conversely, a 500-meter range is applied for vehicles
in the highway simulation environment to account for fewer obstructions and typically
lower vehicle density per lane compared to urban environments. While highways may ex-
perience periods of high overall tra c volume, the density per lane is generally lower due
to the higher number of lanes and the higher speeds at which vehicles travel. This lower
lane-speci ¢ density allows for greater spacing between vehicles, enabling early hazard de-
tection and improved reaction times, which are crucial at higher speeds. All simulations
utilise the IEEE 802.11p model (as detailed in Section 3.4.1) for vehicular communica-
tion, ensuring consistency and reliability in data exchange. The use of the LOS model
simpli es the simulation setup and provides a clear baseline for evaluating communica-
tion performance under ideal conditions, facilitating a more straightforward comparison
of results across di erent scenarios.
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The simulation incorporates six distinct frameworks for comparison, each with its speci c
set of con gurations:

" NDN-PoM-Strict: This proposed framework employs NDN for blockchain com-
munication, with POM as the mining algorithm. A stringent threshold setting is
implemented for PoM, based on results delineated in Section 4.7.1, resulting in a
threshold value of 20.

" NDN-PoM-Lenient: This proposed framework also utilises NDN for blockchain
communication, with PoM as the mining algorithm. However, the PoM threshold
setting is more lenient, leading to a threshold value of 30, as derived from Section
4.7.1.

NDN-PoW: As a benchmarking framework, this con guration adopts NDN for
blockchain communication, with PoW as the chosen mining algorithm. The average
time taken for each PoW process is 1000 ms.

IP-PoW: This benchmarking framework uses IP combined with the AODV routing
protocol for blockchain communication, opting for POW as the mining algorithm.

IP-PoS: This benchmarking framework utilises IP combined with the AODV rout-
ing protocol for blockchain communication, opting for PoS as the mining algorithm.

IP-PBFT: This benchmarking framework employs IP combined with the AODV
routing protocol for blockchain communication, opting for PBFT as the mining
algorithm.

4.7 Simulation Results

4.7.1 Inuence of Threshold Setting in Proof-of-Mobility

The threshold is a critical parameter in the proposed framework, set before a simulation
run commences. Various threshold settings were experimented with to examine their e ect
on chain length, redundant data, and overall system performance. The simulation results
elucidate the complex relationship between varied threshold settings and corresponding
VANET performance metrics.

Figure 4.5 illustrates how di erent threshold value settings impact theSMR 54 in the POM
algorithm for each vehicle in urban, rural, and highway environments. A notable in uence

of threshold settings on the PoM process success rate is observed. In all scenarios, as the
threshold parameter for PoM increases from 0 to 100, tHfeMR,,4 shows a rising trend,
saturating at 100% after reaching a threshold value of 60. This suggests that a higher
threshold allows vehicles to communicate and complete mining tasks with other vehicles,
even those with di ering mobility characteristics. Thus, the threshold setting plays a
vital role in the success ratio of the PoM mining process. Higher threshold settings result
in enhanced PoM successful mining probability performance while negatively impacting
clustering e ciency.
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